
 
CITY OF HERMANTOWN 

UTILITY COMMISSION AGENDA – October 21, 2021 
 
 
 
 
 
Hermantown’s October 21, 2021, UTILITY COMMISSION Meeting will be conducted in person 
with remote connection available.  
 
 
The meeting will utilize the platform “Zoom” – which allows the public to view and/or hear the 
meeting from their phone or computer.  
 
 
Topic: Utility Commission Meeting 
Time: October 21, 2021 05:30 PM Central Time (US and Canada) 
 
 
Join Zoom Meeting 
 
https://us02web.zoom.us/j/88136816921?pwd=S1hPTzF6Mk1sNXF6a3YvV1pDMnJKdz09  
 
Meeting ID: 881 3681 6921 
Passcode: 882817 
One tap mobile  
+13126266799,,88136816921#,,,,*882817# US (Chicago)  
+16465588656,,88136816921#,,,,*882817# US (New York) 
 
Dial by your location  
        +1 312 626 6799 US (Chicago)  
         
Meeting ID: 881 3681 6921 
Passcode: 882817 
Find your local number: https://us02web.zoom.us/u/kbcRZiKp0p  
 
 
 
 
 
 
 
 
 
 

https://us02web.zoom.us/j/88136816921?pwd=S1hPTzF6Mk1sNXF6a3YvV1pDMnJKdz09
https://us02web.zoom.us/u/kbcRZiKp0p
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CITY OF HERMANTOWN 
UTILITY COMMISSION AGENDA – October 21, 2021 

CITY ADMINISTRATIVE BUILDING, 5105 MAPLE GROVE ROAD 
5:30 PM – In Person and Zoom  

1. ROLL CALL

2. MINUTES – Approval or Correction

a. August 19, 2021 regular meeting.

3. PUBLIC DISCUSSION (This is the time for which individuals can address the Commission about
any item pertaining to utilities.  The time limit is three minutes per person)

4. COMMUNICATIONS (items of information only – any communication requiring action is
provided under that item on the agenda)

a. WLSSD Discharge Monitoring
b. WLSSD 2022 Budget Letter
c. Minnesota Dept of Health Sanitary Survey Report
d. Utility & Infrastructure Manager Position – City of Hermantown

5. PRESENTATIONS (Department Heads may give reports if necessary)

a. Stormwater Ordinance – John Mulder, City Administrator
b. Sewer Trunkline Availability Charges – John Mulder, City Administrator

6. OLD BUSINESS (None)

7. NEW BUSINESS

a. Kaski - Utility Extension
b. Irrigation Meter Grant Program

8. REPORTS

a. Budget to Actual Expenditure Report
b. Public Works Utility Maintenance & Project Update Report
c. Water Loss Report
d. WLSSD Monthly Flow, Rain Fall & Flow
e. New Connections Report
f. Utility Billing Happenings
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 9. COMMISSION MEMBERS REPORT 
 

a. Jim Samberg -  
b. William Berg - 
c. Robert McLachlan - 
d. Doug Kerfeld - 
e. Howard Jacobson -  
f. Councilor Grant Hauschild -  
 

 10.     RECESS  



CITY OF HERMANTOWN 
UTILITY COMMISSION MEETING SUMMARY 
August 19, 2021 
5:30 PM  
This meeting was conducted in person and via Zoom. 

 
 
ROLL CALL Jim Samberg, William Berg, Howard Jacobson, Doug Kerfeld, Rob McLachlan, 

Counselor Grant Hauschild  
 
ABSENT: None 
 
VISITORS Kevin Orme, Director of Finance and Administration; Paul Senst, Public Works 

Director; Lindsay Townsend, Utility Billing Clerk; Kirk Peterson, Core & Main; 
Chance Berger, Sensus.   

 
MINUTES 
 
Motion by Howard Jacobson to approve minutes of the July 15, 2021 meeting, seconded by William 
Berg.   All ayes, motion carried.  
 
PUBLIC DISCUSSION:  There were no members of the public present. 

 
COMMUNICATIONS (items of information only – any communication requiring action is provided 
under that item on the agenda)  

  
a. Duluth Water Rate Information -placed on file 
b. WLSSD Discharge Monitoring – placed on file  
c. WLSSD 2022 Budget & Public Hearings – placed on file 
d. WLSSD Capacity Allocation Permit – placed on file 

 
OLD BUSINESS  
  None 
 
NEW BUSINESS 

 
a. 2022 Utility Budget – Kevin Orme presented the 2022 proposed Utility budgets to 

the commission.  Jim Samberg asked why the 2022 water budget had $30,000 in 
“contracted services expense”.  Kevin explained that it is for paying a contractor to 
do some water valve repairs that will be needed. Howard Jacobson asked about 
sewer legal fees in the budget. Kevin indicated this was for the City attorney looking 
over changed/updated policies, procedures and forms in 2022. It is not due to a 
claim. Motion by William Berg to approve the 2022 Utility Budget, seconded by 
Howard Jacobson.  All ayes, motion carried.   

b. Ronald Johnson sewer discount request – Motion by Jim Samberg to approve a 
sewer credit in the amount of $391.79, seconded by William Berg.  All ayes, motion 
carried.  

c. Core & Main and Sensus presentation – guests Kirk Peterson and Chance Berger 
spoke to the commission about future upgrades in our meter reading systems.  This 
will include 3 towers placed around the city and the need for upgraded radios for 
about 2100 residents.  The money for this project will come from the sales tax fund. 
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Paul Senst indicated the process to complete is estimated at 18 to 24 months due to 
the number of radio’s needing to be changed out.  

  
 
 
 
REPORTS  

  
a. Budget to Actual Expenditure Report – Report was attached.      
b. Public Works Utility Maintenance & Project Update Report - Report was attached.   
c.   Water Loss Report – Report was attached  
d. WLSSD Monthly Flow, Rain Fall & Flow – Report was attached.   
e.  New Connections Report – Report was attached 
f. Utility Billing Happenings – Memo attached 
 

 
 
 
COMMISSION MEMBERS REPORT 
 

a. Jim Samberg: No report.  
b. William Berg:  No report.  
c. Robert McLachlan:  No report.  
d. Doug Kerfeld: No report 
e.  Howard Jacobson:   No report.   
f. Councilor Grant Hauschild: No report  

 
 
 
RECESS Motion by Jim Samberg to adjourn, second by William Berg.  All ayes, motion carried.  
The meeting recessed at approximately 6:55pm.  
 
 
 
Minutes prepared by: 
Lindsay Townsend, Utility Billing Clerk 







































City Council Agenda Report  Resolution 2021-131 
October 18, 2021   Agenda Item: 12-B 

Working together to serve and build our community. 

TO: Mayor & City Council 
 

 
FROM:  John Mulder, City Administrator 

DATE: October 13, 2021 
 

Meeting Date:  10/18/21 

SUBJECT: Utility and Infrastructure 
Manager Position 

Agenda Item: 12-B Resolution 2021-131 

 
REQUESTED ACTION 
Approve the creation of the Utility and Infrastructure Manager position, job description, and pay 
grade.  

 
BACKGROUND 
In May of this year, the City Council discussed the possibility of adding a new position. Attached is a 
proposed job description for the requested position.   
 
Over the past several years, the City has taken a more proactive approach by developing a road improvement 
program and planning infrastructure improvements (for example – Section 24 sewer project). In addition, 
the requirements related to Stormwater Management and the MS4. So much of this work has been divided 
up between several staff and at times there is an unclear line of expectations and responsibilities. This would 
also free up time for the City Administrator to focus on other areas like the community recreation initiative 
and economic development.  
 
The City operates 4 separate utilities (Water, Sewer, Stormwater, & Street Lights) with a combined budget 
of approximately $4 million. In addition to that, the City has 3 franchise agreements (MN Energy 
Resources, MN Power, & Mediacom). The City’s right of way is used by local telephone companies and 
various broadband providers.   
 
In 2019, the City started a Road Improvement Plan, which requires considerable staff time to coordinate 
and process and can last between 18 to 24 months with planning, construction, and the assessment process.  

 
SOURCE OF FUNDS (if applicable) 
601 Water Fund 
602 Sewer Fund 
603 Storm water Fund 
101 General Fund 

 
ATTACHMENTS 
Staff Requisition Form 
Proposed Job Description 
Costing Information  



 STAFF REQUISITION 

 
Title of requested position: Utilities and Infrastructure Manager 
 
Department: Utilities 
  
Date of Request: 10/11/218/13/19 
 
Classification of position request (check one in each column) 
 

[ X] Regular Position               [ X ] Full time      
[    ] Temporary Position               [     ] Part time   ______ 

Duration:______--                                         Hours 
 
In the space provided below briefly describe the disposition of the request (i.e. classify specific job 
category, reason, time frame, duties, replacement position or addition to staff, any other significant 
information):  
 
This is a new position to lead and manage the planning and implementation of the City’s overall 
right of way, utility, and infrastructure programs.  The City’s infrastructure is a major investment and 
recently the City has taken on a more proactive approach to maintenance and development.  Planning 
for infrastructure can lead to community and economic growth.  There is continued pressure on the 
use of city right of way in the area of telecommunications and broadband.    
 
If approved, recruitment would begin immediately with the hopes of having a new person on board 
right around the first of the year.   

 
Define the budgetary impact of this request (Tax levy, State or Federal grants, proposed hourly rate, 
requested fringe benefits, department FTE, and/or productivity): If funded by a grant, is the grant 
anticipated to continue at the same level in future years.   
 
The cost of this position will be split between the Water, Sewer, and Stormwater utilities, and the 
General Fund.  The costs of wages and benefits are shown in the costing sheet which is attached.    
 

 
Explain the adverse effects on the department if this request is not approved:  
 
Work and responsibilities would continue to be spread our over several departments and the City 
Administrator preventing them from spending time on new tasks and responsibilities.  There is 
concern that certain program areas such as stormwater are not getting the attention needed to 
proactively address issues, and the City ends up to reacting to problems after the fact.   
 

 
Approved by the City Council on _________Resolution Number 2021-__ 

 Date 
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 Administration 
 Utility and Infrastructure Manager 
Dept/Div: Utilities FLSA Status: Exempt 
 
General Definition of Work 
Under the direction of the City Administrator and City Council. Performs complex professional 
work to lead and manage the planning and implementation of the City’s overall right of way, utility, 
and infrastructure programs and other various projects assigned by the City Administrator.  

Qualification Requirements 
To perform this job successfully, an individual must be able to perform each essential function 
satisfactorily. The requirements listed below are representative of the knowledge, skill, and/or 
ability required. Reasonable accommodations may be made to enable individuals with disabilities to 
perform the essential functions. 

Essential Functions 
Administers the City right of way plan (this includes the development of a comprehensive Right of 
Way ordinance) by processing and coordinating work in the right of way by private individuals, and 
private utilities.   
 
Coordinates overall MS4 program and manages the City’s Stormwater Utility.  
 
Works with the City Engineer and City Administrator, manages the City’s road improvement plan 
by doing the following: Prepares RFP for engineers, solicits quotes for Geotech work, reviews 
affected properties for assessments, generates mailing lists, conducts neighborhood meetings prior to 
public hearings, presents at public hearings and any other tasks necessary to bring projects to 
successful conclusions.    
 
Works with City Engineer to coordinate and oversee contract construction activities of city 
improvement and maintenance projects. 
 
Works with City Engineer to develop and maintain a utility improvement plan, coordinating with the 
road improvement program.   
 
Leads and manages efforts on petitions for sewer & water improvements. 
 
Leads & manages City’s assessment database/record keeping of paid and payable assessments. 
 
Keeps the public, employees, and affected agencies informed of relevant engineering projects and 
issues, by participating at public meetings. 
 
Provides general or technical information in response to written or oral inquiries from the general 
public, employees, and State and Federal agencies. 
 
Leads efforts to track and record City public infrastructure assets using GIS database. Must have a 
working knowledge of GIS to maintain City’s use of this tool. 
 
Provides staff support and program leadership for the Utility Commission 
 
Administration of water tower leases. 
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Represent the City on the Metropolitan Interstate Committee’s (MIC) Transportation Advisory 
Committee (TAC). 
 
Coordinates City’s efforts on broadband expansion and coordinating with road improvements and 
work within the City’s ROW. 
 
Works with other departments to implement capital improvements to parks and trails.  
 
Lead on City Council priority projects as assigned by the City Administrator 
 
Researches policy issues; evaluates and directs efforts to improve City operations; leads efforts on 
assigned City Council priority projects and other projects as assigned by the City Administrator.  
 
Prepares memos, drafts policy and procedure documents related to City utilities and infrastructure    
 
Knowledge, Skills and Abilities 
Comprehensive knowledge of the principles and practices of civil engineering. General knowledge 
of the principles and practices of City planning and community development; basic knowledge of 
municipal finance as they apply to City infrastructure development and maintenance; ability to 
interpret and analyze technical and statistical information to prepare and present technical oral and 
written reports; ability to analyze a variety of complex administrative problems, to make sound 
recommendations for their solutions and to prepare working procedures; ability to communicate 
ideas effectively orally and in writing; ability to establish and maintain effective working 
relationships with City, state and local officials, civic and business leaders, associates and the 
general public, ability to operate standard office equipment and applicable software packages 
(including GIS). 

Education and Experience 
Bachelor's degree from four-year college or university in a related field; or two to four years related 
experience and/or training or equivalent combination of education and experience. Professional 
license in Engineering with the State of Minnesota desired, but not required.  

 
Physical Requirements 
This work requires the occasional exertion of up to 10 pounds of force; work frequently speaking or 
hearing, using hands to finger, handle or feel and repetitive motions and occasionally requires 
standing, walking, sitting, climbing or balancing, reaching with hands and arms and lifting; work has 
standard vision requirements; vocal communication is required for expressing or exchanging ideas 
by means of the spoken word; hearing is required to perceive information at normal spoken word 
levels; work requires preparing and analyzing written or computer data, operating machines, 
operating motor vehicles or equipment and observing general surroundings and activities; work 
occasionally requires exposure to outdoor weather conditions; work is generally in a quiet location 
(e.g. library, private offices). 

Special Requirements 
Valid driver's license. 

  



City of Hermantown
Budget Form - Personnel Costs

Department 101 121 128 129 131 151
Utilities

Work
Hourly Annual Annual PERA FICA Medicare Health Insurance VEBA Comp Total

Position Rate Hours Wages 7.50% 6.20% 1.45% F S Cost Cont Dental 0.15% Misc Cost
Current
Utility Manager 40.60$             2080 84,448.00 6,333.60 5,235.78 1,224.50 1 25,583.58    5,000.00 787.32 125.06 1,094 129,832.83

129,832.83

Sources:

Assumptions: Start Grade 12
Assumes Family coverage 

Date: 10/11/2021
Prepared by: John Mulder



Resolution No. 2021-131 
 

RESOLUTION APPROVING UTILITY AND INFRASTRUCTURE MANAGER  
JOB DESCRIPTION AND POSITION 

 
 WHEREAS, the City of Hermantown is a Plan “A” Statutory City; and 
 
 WHEREAS, the position of Utility and Infrastructure Manager is to perform professional work 
assisting the City Administrator and other Department Heads; and 
 
 WHEREAS, attached as Exhibit “A” is the Job Description for the position of Utility and 
Infrastructure Manager; and 
 
 WHEREAS, the City Council supports the addition of a Utility and Infrastructure Manager to 
perform the duties as described in the Job Description under the supervision of the City Administrator; 
and 
  
 NOW, THEREFORE BE IT RESOLVED that the City Council of the City of Hermantown 
approves the following: 
 
 1. Job Description and Position of Utility and Infrastructure Manager in Grade 12 of the 
Management Compensation plan.  
 
 Councilor ____ introduced the foregoing resolution and moved its adoption. 
 
 The motion for the adoption of such resolution was seconded by Councilor ____ and, upon a vote 
being taken thereon, the following voted in favor thereof: 
 
 Councilors  
 
and the following voted in opposition thereto: 
 
  
 
 WHEREUPON, such resolution was declared duly passed and adopted October 18, 2021. 
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Working together to serve and build our community. 

TO: 

FROM: 

DATE: 

Utility Commission Members 

Eric Johnson, Community 
Development Director  
October 13, 2021 Meeting Date: 10/21/21 

SUBJECT: A-Lign Properties – Utility
Extension 

Agenda Item: 

REQUESTED ACTION 
Provide comment regarding the extension of public water and sewer mains along Lavaque Road 

BACKGROUND 

A-Lign Properties, LLC (applicant) was approved by the City Council in March 2021 to
construct three twinhomes (6 units total) on an existing 4.1 acre lot with the property being
subdivided into three parcels ranging in size from 1.24 to 1.61 acres in size.  The building
locations are situated as to utilize an existing upland portion of the property on which to build.

The applicant will connect each residential unit to City sewer and water systems.  Water and 
sewer are available along Hermantown Road with these two buildings having an availability fee 
associated with them.  The twinhome building fronting Lavaque Road will require the extension 
of public sewer and water approximately 270 feet to the north from Hermantown Road.   

To date, the two twinhomes along Hermantown Road have been constructed and are nearing 
completion.  The third twinhome along Lavaque Road is planned in the near future but requires 
the extension of water and sanitary mains in order to be built. 

The applicant has provided engineered plans for utility extensions/connections for the proposed 
work.  Detailed plans for the utility extensions/connections will be reviewed and approved by the 
City Engineer prior to issuance of the building permits.  The utility work will be designed and 
built to City standards/specifications and turned over to the City upon recommendation of 
acceptance by the City Engineer. 

The applicant is proposing to provide individual utility services to each unit as this allows for the 
potential sale of the units. 

There is an existing utility easement running from Hermantown Road to the property located at 
3810 Lavaque Road.  The location of the townhome building and proposed driveway on Tract B 
do not conflict with this easement. 

The applicant will be required to either present a Letter of Credit for 125% of the construction 
value of these utilities or install these utilities prior to obtaining a certificate of occupancy. 

SOURCE OF FUNDS (if applicable) 

7a
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Utility Commission Agenda Report  Agenda Item: - 
October 21, 2021   

Working together to serve and build our community. 

TO: Utility Commission Members 
 

 
FROM:  John Mulder, City Administrator  

DATE: October 12, 2021 Meeting Date:  10/21/21 
 

SUBJECT: Grant Program – Irrigation 
meters 

Agenda Item:  12- 

 
REQUESTED ACTION 
Make a recommendation regarding a 2022 Irrigation Meters Grant Program 

 
BACKGROUND 
 
In 2020, there were a couple of complaints by residents that they had to pay sewer charges when they were 
watering their lawn.  The City has allowed residents to install a second for irrigation purposes in the past at 
their expense.  Those meters can cost between $300 and $500 dollars.  The residents are then required to 
have a licensed plumber install them.  
 
The Mayor specifically asked staff to find a way to assist residents in avoiding sewer charges for watering 
lawns.  The attached grant program would provide irrigation meters to up to 5 people on a first come, first 
served basis in 2022.  The approximate cost of the program would be $1,500 to $2,500. 
 
If approved we would notify water customers shortly after the new year.   
 

 
SOURCE OF FUNDS (if applicable) 
 
Water Utility 
 

 
ATTACHMENTS 
 
Grant Policy  
Grant Application 
 
 



Irrigation Meter Grant Program  
Effective _______________ 20__  

 

CITY OF HERMANTOWN 

IRRIGATION METERS  

GRANT PROGRAM POLICY  
 

This Grant Program Policy applies to all applications for irrigation meters.  

1) Program Overview  

The City of Hermantown (“City”) will provide irrigation water meters to up to five (5) residential homeowners in 2022.  The purpose 
of the Grant Program is to mitigate the instances where irrigation water customers are being charged for water being put into the 
public sewer system that does not in fact go into the public sewer system.  The City has recently updated the Ordinance governing 
irrigation meters and wants to encourage their use.  An irrigation meter otherwise costs around Five Hundred and No/100 Dollars 
($500.00). 

2) Eligible Applicants   

Eligible applicants are residents of Hermantown and owners of a residential home with a yard or garden that is or will be serviced by 
City water and sewer.  Eligible applicants must be current on their water and sewer accounts.   

3) Grant Criteria   

Up to five (5) eligible applicants in 2022 will receive the grant of an irrigation meter.  Each Grant Application will be reviewed and 
evaluated on a first-come-first serve basis. 

4) Grant Terms   

A completed Grant Application will be submitted to the City Finance Department.  The City will provide the irrigation meter to the 
grantee at no cost.  The grantee is required to have the meter installed at his or her own cost.  The meter must be installed in the 
residence within sixty (60) days by a licensed plumber and shall meet all requirements set forth in Hermantown City Code § 940.20.6 
and all other applicable local, state and federal requirements.  The grantee shall provide the City Finance Department proof of 
installation within a week after said installation. 

5) Grant Evaluation and Process   

All Grant Applications shall be evaluated and processed by the City Finance Department.  Applicants must meet the eligibility criteria 
and grant terms. 

6) Grant Application   

Grant Applications are available through the City’s Finance Department.  Grant Applications will be accepted until the available 
irrigation meters have been expended.  

Completed and signed applications should be submitted to: 

Irrigation Meter Grant Program 
City of Hermantown Finance Department 
5105 Maple Grove Road 
Hermantown, MN 55811 
Phone # 218.729.3600 



Grant Application for Irrigation Meter  
Effective _______________ 20__  

 

CITY OF HERMANTOWN 

GRANT APPLICATION FOR 

IRRIGATION METER - 2022 
 

Applicant Name(s):   Mailing Address:  
     
     
Home Phone:   Email Address(es):  
     
Mobile Phone:     
     
Do you own a residence in the City of Hermantown?   YES     NO 
     
Is or will the residence be serviced by Hermantown water and sewer?   YES     NO 
     
Does the residence have a lawn or garden?   YES     NO  
     

I, the undersigned, hereby apply for the foregoing grant from the City under the Irrigation Meter Grant Program and agree to the 
following: 1) The Irrigation Meter Grant Program is subject to change without notice, and submittal of an application does not 
guarantee I will qualify.  2) I am the owner of the above listed property that is located within the corporate limits of the City.  3) I 
have the authority to bind all co-owners of the above listed property.  4) The selection of plumbing contractors and equipment is at 
my discretion and the City expressly disclaims any liability for those chosen by the property owner.  5)  Receipt of an irrigation meter 
is conditioned upon the grantee releasing and indemnifying the City from any liability in connection with my participation in this 
program. 

I hereby agree to the foregoing statements and certify that the statements by the undersigned on this application are true and 
accurate to the best of my knowledge. 

Applicant Signature:        Date:     

Applicant Signature:        Date:     

Finance Department Signature:       Date:     

Return this completed application to:  
Irrigation Meter Grant Program 
City of Hermantown 
Attn: Finance Department 
5105 Maple Grove Road 
Hermantown, MN 55811 
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   260 Cable TV Fund————————————————————————————————————————————————————————————————————————————————————————————————————————————————————————————————————                                            Committed         Committed       Original           Current          Available    % (   Account   Object                      Current Month           YTD        Appropriation     Appropriation     Appropriation Commit————————————————————————————————————————————————————————————————————————————————————————————————————————————————————————————————————456100 456101 Cable     101 Full-Time Employees - Regular          303.74         2,830.19          4,165.00          4,165.00          1,334.81  68 %     121 PERA Contributions -                    24.02           223.85            312.00            312.00             88.15  72 %     128 Social Security                         19.17           177.43            258.00            258.00             80.57  69 %     129 Medicare                                 4.49            41.46             60.00             60.00             18.54  69 %     131 Health Insurance                        97.62           690.99            906.00            906.00            215.01  76 %     133 Life Insurance                           0.66             5.78              9.00              9.00              3.22  64 %     134 Disability Insurance                     1.10             9.79             14.00             14.00              4.21  70 %     136 MSRS                                     1.20            11.18             16.00             16.00              4.82  70 %     151 Workers Compensation                     3.00             6.00              6.00              6.00              0.00 100 %     308 Legal Fees                               0.00             0.00            300.00            300.00            300.00     %     314 Computer/Software Fees                   0.00        11,914.56              0.00              0.00        -11,914.56     %     319 Contracted Services                    625.00         5,625.00          7,500.00          7,500.00          1,875.00  75 %     331 Travel Expense                          16.62           154.92              0.00              0.00           -154.92     %     361 General Liability Insurance             26.00            48.00             44.00             44.00             -4.00 109 %     404 Equipment Maintenance                    0.00         4,581.01          1,000.00          1,000.00         -3,581.01 458 %                      Account Total:          1,122.62        26,320.16         14,590.00         14,590.00        -11,730.16 180 %
                Account Group Total:          1,122.62        26,320.16         14,590.00         14,590.00        -11,730.16 180 %                         Fund Total:          1,122.62        26,320.16         14,590.00         14,590.00        -11,730.16 180 %
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   601 Water Enterprise Fund————————————————————————————————————————————————————————————————————————————————————————————————————————————————————————————————————                                            Committed         Committed       Original           Current          Available    % (   Account   Object                      Current Month           YTD        Appropriation     Appropriation     Appropriation Commit————————————————————————————————————————————————————————————————————————————————————————————————————————————————————————————————————471000 Debt Service 471000 Debt Service     303 Banking Fees                             0.00             1.70              0.00              0.00             -1.70     %                      Account Total:              0.00             1.70              0.00              0.00             -1.70     %
                Account Group Total:              0.00             1.70              0.00              0.00             -1.70     %494300 Water Distribution 494300 Water Distribution     101 Full-Time Employees - Regular       12,713.72        73,347.93        161,050.00        161,050.00         87,702.07  46 %     102 Full-Time Employees - Overtime         762.10         6,654.86         12,537.00         12,537.00          5,882.14  53 %     103 Part-Time Employees - Regular           42.74           350.76              0.00              0.00           -350.76     %     121 PERA Contributions -                 1,010.67         8,013.62         13,019.00         13,019.00          5,005.38  62 %     128 Social Security                        802.31         6,366.24         10,762.00         10,762.00          4,395.76  59 %     129 Medicare                               187.61         1,488.84          2,517.00          2,517.00          1,028.16  59 %     131 Health Insurance                     7,944.49        48,487.41         72,063.00         72,063.00         23,575.59  67 %     133 Life Insurance                          18.76           142.34            223.00            223.00             80.66  64 %     134 Disability Insurance                    71.65           526.69            819.00            819.00            292.31  64 %     136 MSRS                                    12.00           111.86            130.00            130.00             18.14  86 %     151 Workers Compensation                 3,680.00         7,185.00          7,009.00          7,009.00           -176.00 103 %     212 Motor Fuels                            566.01         3,414.51          3,000.00          3,000.00           -414.51 114 %     216 Uniforms                                 0.00           432.73            500.00            500.00             67.27  87 %     221 General Supplies                        38.88         3,062.48          5,000.00          5,000.00          1,937.52  61 %     228 Utility System Maint Supplies            0.00        32,936.27          4,000.00          4,000.00        -28,936.27 823 %     314 Computer/Software Fees                   0.00         2,400.00          3,750.00          3,750.00          1,350.00  64 %     315 School & Conference                      0.00           750.63          3,500.00          3,500.00          2,749.37  21 %     317 Personnel Testing, Physicals,          108.50           108.50              0.00              0.00           -108.50     %     319 Contracted Services                      0.00             0.00         30,000.00         30,000.00         30,000.00     %     331 Travel Expense                         323.55           323.55            750.00            750.00            426.45  43 %     361 General Liability Insurance          2,922.00         5,396.00          4,949.00          4,949.00           -447.00 109 %     382 Water Purchases                     85,594.20       604,724.30        711,000.00        711,000.00        106,275.70  85 %     404 Equipment Maintenance                  303.58         3,935.25          5,000.00          5,000.00          1,064.75  79 %     406 Vehicle Maintenance                     25.00            48.33          2,500.00          2,500.00          2,451.67   2 %     413 Equipment Rental                         0.00             0.00         12,500.00         12,500.00         12,500.00     %     417 Uniform Rental                           0.00             0.00            500.00            500.00            500.00     %     451 Dues & Subscriptions                     0.00           759.58            700.00            700.00            -59.58 109 %     460 Permits & Licenses                       0.00           298.00              0.00              0.00           -298.00     %     470 Booster Pump Repairs                     0.00            10.94            250.00            250.00            239.06   4 %     471 Water Line Repairs                   6,810.92        52,968.52         25,000.00         25,000.00        -27,968.52 212 %     472 Hydrant Repairs                          0.00        13,198.36         29,500.00         29,500.00         16,301.64  45 %     540 Office Equip/Furnishings                 0.00             0.00          1,000.00          1,000.00          1,000.00     %     542 Light Equipment                          0.00             0.00          6,000.00          6,000.00          6,000.00     %     544 Motor Vehicles                           0.00        54,775.00        165,000.00        165,000.00        110,225.00  33 %     580 Other Equipment                          0.00       109,329.00        314,500.00        314,500.00        205,171.00  35 %                      Account Total:        123,938.69     1,041,547.50      1,609,028.00      1,609,028.00        567,480.50  65 %
                Account Group Total:        123,938.69     1,041,547.50      1,609,028.00      1,609,028.00        567,480.50  65 %
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   601 Water Enterprise Fund————————————————————————————————————————————————————————————————————————————————————————————————————————————————————————————————————                                            Committed         Committed       Original           Current          Available    % (   Account   Object                      Current Month           YTD        Appropriation     Appropriation     Appropriation Commit————————————————————————————————————————————————————————————————————————————————————————————————————————————————————————————————————494400 Water Administration and General 494400 Water Administration and General     101 Full-Time Employees - Regular        5,721.33        31,786.51         81,921.00         81,921.00         50,134.49  39 %     102 Full-Time Employees - Overtime          43.02           129.04            505.00            505.00            375.96  26 %     111 Severance Pay - Vacation/Sick            0.00           244.81              0.00              0.00           -244.81     %     121 PERA Contributions -                   440.56         4,086.99          6,182.00          6,182.00          2,095.01  66 %     128 Social Security                        347.40         3,221.61          5,110.00          5,110.00          1,888.39  63 %     129 Medicare                                81.26           753.66          1,195.00          1,195.00            441.34  63 %     131 Health Insurance                     2,838.74        20,334.25         20,002.00         20,002.00           -332.25 102 %     133 Life Insurance                          11.07            98.47            156.00            156.00             57.53  63 %     134 Disability Insurance                    24.28           204.17            355.00            355.00            150.83  58 %     136 MSRS                                    16.01           149.20            208.00            208.00             58.80  72 %     151 Workers Compensation                    63.00           120.00            115.00            115.00             -5.00 104 %     201 Office Supplies                          0.00            15.50              0.00              0.00            -15.50     %     202 Printing Supplies                       85.64           286.69            600.00            600.00            313.31  48 %     301 Audit/Account Services                   0.00         4,039.88          4,500.00          4,500.00            460.12  90 %     303 Banking Fees                         1,360.99         5,186.98              0.00              0.00         -5,186.98     %     305 Engineer Fees                          390.00         7,042.50              0.00              0.00         -7,042.50     %     308 Legal Fees                             163.00         3,532.50          3,000.00          3,000.00           -532.50 118 %     314 Computer/Software Fees                   0.00         3,294.94          1,800.00          1,800.00         -1,494.94 183 %     315 School & Conference                    250.00           250.00              0.00              0.00           -250.00     %     319 Contracted Services                    485.02         4,667.09          3,200.00          3,200.00         -1,467.09 146 %     321 Telephone                                0.00         1,669.39          2,210.00          2,210.00            540.61  76 %     322 Internet                                 0.00           373.08            280.00            280.00            -93.08 133 %     323 Gopher One Call Locates                  0.00           897.45          1,550.00          1,550.00            652.55  58 %     325 Postage                                105.82           347.26          3,675.00          3,675.00          3,327.74   9 %     331 Travel Expense                         110.78         1,032.63          1,400.00          1,400.00            367.37  74 %     351 Legal Notices Publishing               103.00           490.75            600.00            600.00            109.25  82 %     361 General Liability Insurance          4,081.00         6,815.00          4,093.00          4,093.00         -2,722.00 167 %     381 Electricity                          1,954.98         7,753.28          6,850.00          6,850.00           -903.28 113 %     383 Heating Gas                             25.98         1,436.12          3,200.00          3,200.00          1,763.88  45 %     405 Computer Maintenance                   329.96        18,903.80         14,964.00         14,964.00         -3,939.80 126 %     420 Depreciation Expenses                    0.00             0.00        200,000.00        200,000.00        200,000.00     %     434 Employee Recognition                     0.00            73.98              0.00              0.00            -73.98     %     451 Dues & Subscriptions                    50.00            50.00              0.00              0.00            -50.00     %     720 Transfer Out                             0.00             0.00         91,838.00         91,838.00         91,838.00     %                      Account Total:         19,082.84       129,287.53        459,509.00        459,509.00        330,221.47  28 %
                Account Group Total:         19,082.84       129,287.53        459,509.00        459,509.00        330,221.47  28 %494500 Sewer Maintenance 494500 Sewer Maintenance     471 Water Line Repairs                       0.00             4.98              0.00              0.00             -4.98     %                      Account Total:              0.00             4.98              0.00              0.00             -4.98     %
                Account Group Total:              0.00             4.98              0.00              0.00             -4.98     %                         Fund Total:        143,021.53     1,170,841.71      2,068,537.00      2,068,537.00        897,695.29  57 %
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   602 Sewer Enterprise Fund————————————————————————————————————————————————————————————————————————————————————————————————————————————————————————————————————                                            Committed         Committed       Original           Current          Available    % (   Account   Object                      Current Month           YTD        Appropriation     Appropriation     Appropriation Commit————————————————————————————————————————————————————————————————————————————————————————————————————————————————————————————————————471000 Debt Service 471000 Debt Service     303 Banking Fees                             0.00             0.07              0.00              0.00             -0.07     %                      Account Total:              0.00             0.07              0.00              0.00             -0.07     %
                Account Group Total:              0.00             0.07              0.00              0.00             -0.07     %494500 Sewer Maintenance 494500 Sewer Maintenance     101 Full-Time Employees - Regular        7,718.63        54,442.53        118,951.00        118,951.00         64,508.47  46 %     102 Full-Time Employees - Overtime         536.32         4,746.57          9,118.00          9,118.00          4,371.43  52 %     103 Part-Time Employees - Regular           28.51            49.76              0.00              0.00            -49.76     %     121 PERA Contributions -                   619.13         5,620.07          9,605.00          9,605.00          3,984.93  59 %     128 Social Security                        490.83         4,442.49          7,940.00          7,940.00          3,497.51  56 %     129 Medicare                               114.79         1,038.84          1,857.00          1,857.00            818.16  56 %     131 Health Insurance                     4,800.95        33,304.95         52,944.00         52,944.00         19,639.05  63 %     133 Life Insurance                          10.95            92.31            168.00            168.00             75.69  55 %     134 Disability Insurance                    43.56           367.65            603.00            603.00            235.35  61 %     136 MSRS                                     6.00            55.94            104.00            104.00             48.06  54 %     151 Workers Compensation                 2,747.00         5,366.00          5,237.00          5,237.00           -129.00 102 %     212 Motor Fuels                            377.34         2,276.34          1,500.00          1,500.00           -776.34 152 %     216 Uniforms                                 0.00           432.73            350.00            350.00            -82.73 124 %     221 General Supplies                         0.00         2,348.46          2,500.00          2,500.00            151.54  94 %     228 Utility System Maint Supplies            0.00             0.00          2,500.00          2,500.00          2,500.00     %     229 Lift Station Maintenance                 0.00         4,879.18         15,000.00         15,000.00         10,120.82  33 %     314 Computer/Software Fees                   0.00             0.00          3,750.00          3,750.00          3,750.00     %     315 School & Conference                      0.00           351.60          1,500.00          1,500.00          1,148.40  23 %     317 Personnel Testing, Physicals,          108.50           108.50            450.00            450.00            341.50  24 %     319 Contracted Services                      0.00        13,006.25         23,500.00         23,500.00         10,493.75  55 %     325 Postage                                 40.22            40.22              0.00              0.00            -40.22     %     331 Travel Expense                          80.64            80.64            500.00            500.00            419.36  16 %     351 Legal Notices Publishing                 0.00             0.00            561.00            561.00            561.00     %     361 General Liability Insurance            945.00         1,746.00          1,601.00          1,601.00           -145.00 109 %     385 Sewer Charges                       41,026.00       388,483.50        564,000.00        564,000.00        175,516.50  69 %     403 Road Maintenance                         0.00             0.00          5,000.00          5,000.00          5,000.00     %     404 Equipment Maintenance                1,264.50         4,755.61          5,500.00          5,500.00            744.39  86 %     406 Vehicle Maintenance                      0.00            53.91          2,500.00          2,500.00          2,446.09   2 %     413 Equipment Rental                         0.00           183.00          6,500.00          6,500.00          6,317.00   3 %     451 Dues & Subscriptions                     0.00           120.00            150.00            150.00             30.00  80 %     460 Permits & Licenses                       0.00           298.00            250.00            250.00            -48.00 119 %     475 Sewerline Repairs                      150.75         9,147.54         15,000.00         15,000.00          5,852.46  61 %     476 Lift Station Repairs Sewer           9,140.00        10,583.17         15,000.00         15,000.00          4,416.83  71 %     477 I & I Maintenance                      165.76           165.76         15,000.00         15,000.00         14,834.24   1 %     478 Sewer Cleaning                       3,497.50        28,515.97         45,000.00         45,000.00         16,484.03  63 %     499 Miscellaneous                            0.00             0.00            500.00            500.00            500.00     %     540 Office Equip/Furnishings                 0.00             0.00            750.00            750.00            750.00     %     580 Other Equipment                          0.00        24,267.00          2,500.00          2,500.00        -21,767.00 971 %     590 Pumping Plant & Lift Stations       33,922.09        33,922.09         40,000.00         40,000.00          6,077.91  85 %                      Account Total:        107,834.97       635,292.58        977,889.00        977,889.00        342,596.42  65 %
                Account Group Total:        107,834.97       635,292.58        977,889.00        977,889.00        342,596.42  65 %
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   602 Sewer Enterprise Fund————————————————————————————————————————————————————————————————————————————————————————————————————————————————————————————————————                                            Committed         Committed       Original           Current          Available    % (   Account   Object                      Current Month           YTD        Appropriation     Appropriation     Appropriation Commit————————————————————————————————————————————————————————————————————————————————————————————————————————————————————————————————————494900 Sewer Administration and General 494900 Sewer Administration and General     101 Full-Time Employees - Regular        4,466.46        25,384.14         72,140.00         72,140.00         46,755.86  35 %     102 Full-Time Employees - Overtime          32.38            96.91            505.00            505.00            408.09  19 %     111 Severance Pay - Vacation/Sick            0.00           139.89              0.00              0.00           -139.89     %     121 PERA Contributions -                   341.58         3,165.29          5,448.00          5,448.00          2,282.71  58 %     128 Social Security                        269.02         2,491.72          4,504.00          4,504.00          2,012.28  55 %     129 Medicare                                62.94           582.79          1,053.00          1,053.00            470.21  55 %     131 Health Insurance                     2,082.82        15,148.77         18,061.00         18,061.00          2,912.23  84 %     133 Life Insurance                           9.33            78.33            140.00            140.00             61.67  56 %     134 Disability Insurance                    19.68           163.62            323.00            323.00            159.38  51 %     136 MSRS                                    13.99           130.50            182.00            182.00             51.50  72 %     151 Workers Compensation                    63.00           113.00            101.00            101.00            -12.00 112 %     201 Office Supplies                          0.00            15.49              0.00              0.00            -15.49     %     202 Printing Supplies                       85.64           286.68            400.00            400.00            113.32  72 %     301 Audit/Account Services                   0.00         4,039.87          4,500.00          4,500.00            460.13  90 %     303 Banking Fees                         1,360.99         5,186.94              0.00              0.00         -5,186.94     %     305 Engineer Fees                          130.00         2,307.50          1,000.00          1,000.00         -1,307.50 231 %     308 Legal Fees                             715.00         3,893.50            900.00            900.00         -2,993.50 433 %     314 Computer/Software Fees                   0.00         3,224.03          2,000.00          2,000.00         -1,224.03 161 %     315 School & Conference                      0.00             0.00             50.00             50.00             50.00     %     319 Contracted Services                    486.83         4,683.34            300.00            300.00         -4,383.34 *** %     321 Telephone                                0.00         1,565.94          2,100.00          2,100.00            534.06  75 %     322 Internet                                 0.00           503.36            700.00            700.00            196.64  72 %     323 Gopher One Call Locates                  0.00           598.30            950.00            950.00            351.70  63 %     325 Postage                                 70.54           193.53          2,580.00          2,580.00          2,386.47   8 %     331 Travel Expense                          55.38           516.22            880.00            880.00            363.78  59 %     351 Legal Notices Publishing               103.25           103.25            100.00            100.00             -3.25 103 %     361 General Liability Insurance          4,081.00         7,136.00          4,736.00          4,736.00         -2,400.00 151 %     381 Electricity                            529.76         5,018.52          8,000.00          8,000.00          2,981.48  63 %     383 Heating Gas                             16.24           897.59          2,400.00          2,400.00          1,502.41  37 %     405 Computer Maintenance                   329.96        18,903.04         14,963.00         14,963.00         -3,940.04 126 %     420 Depreciation Expenses                    0.00             0.00        556,747.00        556,747.00        556,747.00     %     434 Employee Recognition                     0.00            73.98              0.00              0.00            -73.98     %     451 Dues & Subscriptions                    50.00            50.00              0.00              0.00            -50.00     %     720 Transfer Out                             0.00             0.00         67,944.00         67,944.00         67,944.00     %                      Account Total:         15,375.79       106,692.04        773,707.00        773,707.00        667,014.96  14 %
                Account Group Total:         15,375.79       106,692.04        773,707.00        773,707.00        667,014.96  14 %495000 Transfer Out 495000 Transfer Out     720 Transfer Out                             0.00             0.00         99,125.00         99,125.00         99,125.00     %                      Account Total:              0.00             0.00         99,125.00         99,125.00         99,125.00     %
                Account Group Total:              0.00             0.00         99,125.00         99,125.00         99,125.00     %                         Fund Total:        123,210.76       741,984.69      1,850,721.00      1,850,721.00      1,108,736.31  40 %
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   603 Storm Water Enterprise Fund————————————————————————————————————————————————————————————————————————————————————————————————————————————————————————————————————                                            Committed         Committed       Original           Current          Available    % (   Account   Object                      Current Month           YTD        Appropriation     Appropriation     Appropriation Commit————————————————————————————————————————————————————————————————————————————————————————————————————————————————————————————————————441100 Storm Water 441100 Storm Water     101 Full-Time Employees - Regular        6,173.35        30,414.76         63,588.00         63,588.00         33,173.24  48 %     102 Full-Time Employees - Overtime         257.93         2,109.34          2,046.00          2,046.00            -63.34 103 %     103 Part-Time Employees - Regular            0.00           249.81              0.00              0.00           -249.81     %     111 Severance Pay - Vacation/Sick            0.00           139.89              0.00              0.00           -139.89     %     121 PERA Contributions -                   486.50         4,328.39          4,923.00          4,923.00            594.61  88 %     128 Social Security                        386.36         3,440.92          4,069.00          4,069.00            628.08  85 %     129 Medicare                                90.38           817.68            952.00            952.00            134.32  86 %     131 Health Insurance                     3,972.73        25,367.81         19,197.00         19,197.00         -6,170.81 132 %     133 Life Insurance                          12.90           106.97            112.00            112.00              5.03  96 %     134 Disability Insurance                    29.99           243.72            297.00            297.00             53.28  82 %     136 MSRS                                    18.00           167.75            130.00            130.00            -37.75 129 %     151 Workers Compensation                   831.00         1,627.00          1,592.00          1,592.00            -35.00 102 %     305 Engineer Fees                            0.00         1,365.00          6,000.00          6,000.00          4,635.00  23 %     308 Legal Fees                             183.00           335.00          1,000.00          1,000.00            665.00  34 %     310 Recording/Filing Fees                    0.00           158.00            500.00            500.00            342.00  32 %     314 Computer/Software Fees                   0.00         2,998.36              0.00              0.00         -2,998.36     %     319 Contracted Services                    478.15         4,978.45         30,000.00         30,000.00         25,021.55  17 %     325 Postage                                  0.00             0.00            500.00            500.00            500.00     %     331 Travel Expense                          55.38           516.22            300.00            300.00           -216.22 172 %     403 Road Maintenance                    34,027.20        35,170.07         11,000.00         11,000.00        -24,170.07 320 %     404 Equipment Maintenance                    0.00           537.78              0.00              0.00           -537.78     %     413 Equipment Rental                         0.00        18,046.00         10,000.00         10,000.00         -8,046.00 180 %     451 Dues & Subscriptions                     0.00         1,740.00          2,000.00          2,000.00            260.00  87 %     530 Improvements Other Than Bldgs            0.00             0.00        150,000.00        150,000.00        150,000.00     %     550 Street Improvements                      0.00             0.00        149,935.00        149,935.00        149,935.00     %     720 Transfer Out                             0.00             0.00         21,945.00         21,945.00         21,945.00     %                      Account Total:         47,002.87       134,858.92        480,086.00        480,086.00        345,227.08  28 %
                Account Group Total:         47,002.87       134,858.92        480,086.00        480,086.00        345,227.08  28 %471000 Debt Service 471000 Debt Service     303 Banking Fees                             0.00             1.71              0.00              0.00             -1.71     %                      Account Total:              0.00             1.71              0.00              0.00             -1.71     %
                Account Group Total:              0.00             1.71              0.00              0.00             -1.71     %495000 Transfer Out 495000 Transfer Out     720 Transfer Out                             0.00             0.00          6,125.00          6,125.00          6,125.00     %                      Account Total:              0.00             0.00          6,125.00          6,125.00          6,125.00     %
                Account Group Total:              0.00             0.00          6,125.00          6,125.00          6,125.00     %                         Fund Total:         47,002.87       134,860.63        486,211.00        486,211.00        351,350.37  28 %
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   605 Street Lighting & Traffic Signalization————————————————————————————————————————————————————————————————————————————————————————————————————————————————————————————————————                                            Committed         Committed       Original           Current          Available    % (   Account   Object                      Current Month           YTD        Appropriation     Appropriation     Appropriation Commit————————————————————————————————————————————————————————————————————————————————————————————————————————————————————————————————————431100 Street Department 431160 Street Lighting     227 Street Lights & Signs                    0.00             0.00          5,000.00          5,000.00          5,000.00     %     381 Electricity                          2,670.79        21,479.74         28,000.00         28,000.00          6,520.26  77 %                      Account Total:          2,670.79        21,479.74         33,000.00         33,000.00         11,520.26  65 %
                Account Group Total:          2,670.79        21,479.74         33,000.00         33,000.00         11,520.26  65 %                         Fund Total:          2,670.79        21,479.74         33,000.00         33,000.00         11,520.26  65 %

                        Grand Total:        317,028.57                                                              0.00                                                           2,095,486.93      4,453,059.00      4,453,059.00      2,357,572.07  47 %



   Public Works 
Utility Maintenance Report 

 
Meeting Date: 10/21/2021 
Reporting Period:   From: 9/1/2021 To: 9/30/2021 

 
1. Water Utility 

a. Project Update 
i. Morris Thomas Relocate Hydrants, Water main and Sanitary Sewer 

1. PROJECT COMPLETED 
ii. Peyton Acres 

1. NO Change in September 
iii. Lavaque Jct.  

1. Resolution 2021-25 Resolution Receiving Bids And Awarding Contract  
2. Utility contract COMPLETE 

b. Valve Replacement on Haines/Arrowhead intersection @ same time as some Costco 
work in the intersection 

i. Valve is a 1960’s vintage and nut has fallen off top closing mechanism 
1. Work to be performed by Bougalis & Sons 

a. Work to be done in 2022 
c. HYDRANT POLICY 

i. Met/ W/ Zac Graves on HVFD 
1. Have mtg. w/ City and HVFD on Wed. 9/8/21 
2. Meeting complete 
3. Sending out letters to surrounding Area Fire Dept’s 

  
d. EPA Risk & Resiliency Report 

i. Had to be completed by Congressional act in 2018 
1. We had a 2021 Due date 
2. See attached copy  

e. Annual Mastic @ Valve boxes for snowplow protection 
i. Some valve boxes were adjusted or cut down 

2. Sewer 
a. Project Update 

i. Will clean remaining section of Trunkline AFTER relocation under Keene Creek 
work is completed 

1. Scheduled for late October  
b. Annual Mastic @ manholes for snowplow protection 
c. Fixed 4 Manholes that were heaved and letting in I&I 

 

 



3. Stormwater 
a. Project Update 

i. Swan Lake Road Bridge 
1. 2021-26 Resolution Receiving Bids And Awarding Contract For 2021 

Road Improvement District No. 536  
a. Project COMPLETE 

ii. Arrowhead Road curb heave in 2 locations 
i. Project COMPLETE 

b. Misc. Stormwater Happenings 
1. Cleaned ditch by NBC bank 
2. Approved JMF Constrcution to add curb to a section of Portland where 

we have had trouble w/ shoulder erosion during rainfall events 
a. Scheduled for week of 10/11/21 

 

4. Looking Ahead 
a. Water Service Repair in Haines Rd. @ 4295 Haines Rd for Centurylink Bldg.-10-5-21 
b. Final Hydrant repairs/Relocations for 2021 10-16 & 18 
c. 2021 Driveway Culvert replacement 

i. 3 on list  
ii. Week of 10-18-21 

 
 



  
  

 

 Guidance for Small Community Water 
Systems on Risk and Resilience Assessments 
under America’s Water Infrastructure Act 

Who Should Use this Guidance? 
• This guidance is intended for small community water systems (CWSs) serving greater than 3,300 but less 

than 50,000 people to comply with the requirements for risk and resilience assessments under America’s 
Water Infrastructure Act of 2018 (AWIA). 

• For larger CWSs, EPA recommends the Vulnerability Self-Assessment Tool (VSAT) Web 2.0 or an alternate 
risk assessment method. 

• CWSs serving 3,300 or fewer people are not required to conduct risk and resilience assessments under 
AWIA. EPA recommends, however, that very small CWSs use this or other guidance to learn how to conduct 
risk and resilience assessments and address threats from malevolent acts and natural hazards that threaten 
safe drinking water. 

What is the Purpose of this Guidance? 
• This guidance will help small CWSs meet the requirements for risk and resilience assessments in AWIA. 

• This guidance does not address emergency response plans (ERPs), which are also required under AWIA for 
CWSs serving more than 3,300 people. 

• EPA has developed an Emergency Response Plan Template and Instructions for CWSs to comply 
with AWIA. 

• Further, this guidance does not cover all aspects of water system security and resilience, such as asset 
management, climate change, and emergency preparedness and response. Visit EPA’s Drinking Water and 
Wastewater Resilience page to fnd more information. 

What are the Risk and Resilience Assessments Requirements 
in AWIA? 
AWIA requires CWSs serving more than 3,300 people to assess the risks to and resilience of the system 
to malevolent acts and natural hazards. The law specifes water system assets (e.g., infrastructure) that 
the assessment must address. These assets are listed in Tables 1a – 10b in the Risk and Resilience Assessment 
Checklist (see fllable checklist below on page 4). 

Water systems must certify to EPA that the system conducted the assessment not later than the following dates: 

• March 31, 2020 for systems serving 100,000 or more 

• December 31, 2020 for systems serving 50,000 or more but less than 100,000 

1 

https://www.epa.gov/waterriskassessment/conduct-drinking-water-or-wastewater-utility-risk-assessment
https://www.epa.gov/waterutilityresponse/develop-or-update-drinking-water-utility-emergency-response-plan
https://www.epa.gov/waterresilience
https://www.epa.gov/waterresilience
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• June 30, 2021 for systems serving more than 3,300 but less than 50,000 

NOTE: Water systems do not submit the actual assessment to EPA. Visit EPA’s informational page on How to 
Certify Your Risk and Resilience Assessment or ERP for instructions. Every fve years, CWSs must review the 
risk and resilience assessment, revise it as needed, and provide` a new certifcation to EPA. 

What are Risk and Resilience in a Water System? 
• Risk to critical infrastructure, including water systems, is a function of threat likelihood, vulnerability, 

and consequence. 

• Threat can be a malevolent act, like a cyberattack or process sabotage, or a natural hazard, such as a 
flood or hurricane. 

• Threat likelihood is the probability that a malevolent act will be carried out against the water 
system or that a natural hazard will occur. 

• Vulnerability is a weakness that can be exploited by an adversary or impacted by a natural hazard. It is 
the probability that if a malevolent act or a natural hazard occurred, then the water system would 
suffer significant adverse impacts. 

• Consequences are the magnitude of loss that would ensue if a threat had an adverse impact against a 
water system. Consequences may include: 

• Economic loss to the water system from damage to utility assets; 

• Economic loss to the utility service area from a service disruption, and 

• Severe illness or deaths that could result from water system contamination, a hazardous gas 
release, or other hazard involving the water system. 

• Resilience is the capability of a water system to maintain operations or recover when a malevolent act or 
a natural hazard occurs. 

• Countermeasures are steps that a water system implements to reduce risk and increase resilience. They 
may include plans, equipment, procedures, and other measures. 

How does a Community Water System Assess Risk and 
Resilience Under AWIA? 
Tables 1a – 10b in the Risk and Resilience Assessment Checklist (see fllable checklist below on page 4) list the 
categories of water system assets that you must assess under AWIA. In all tables (i.e., for all asset categories), 
do the following: 

1. Select only the malevolent acts from those listed in the table that pose a signifcant risk to the asset 
category at the CWS. You may write-in malevolent acts not listed in the table. 

a. Focus the selection of malevolent acts on those that are prevalent in the United States (e.g., cyber-
attacks), can exploit vulnerabilities at the CWS (e.g., known security gaps), and have the potential for 
signifcant economic or public health consequences (e.g., contamination). 

NOTE: EPA’s Baseline Information on Malevolent Acts Relevant to Community Water Systems assists 
water systems with estimating the likelihood of these malevolent acts and provides resources for 
additional information. 

2 

https://www.epa.gov/waterresilience/how-certify-your-risk-and-resilience-assessment-or-emergency-response-plan
https://www.epa.gov/waterresilience/how-certify-your-risk-and-resilience-assessment-or-emergency-response-plan
https://www.epa.gov/sites/production/files/2019-07/documents/baseline_information_malevolent_acts_508_072519.pdf
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2. For each malevolent act that you identify as a signifcant risk, briefy describe how the malevolent act could 
impact the asset category at the CWS. Include major assets that might be damaged or disabled, water 
service restrictions or loss, and public health impacts as applicable. 

3. Select only the natural hazards from those listed in the table that may pose a signifcant risk to the asset 
category at the CWS. You may write-in natural hazards not listed in the table. 

a. Focus the selection of natural hazards on those that are prevalent in the area where the water system 
is located, may afect vulnerable water system infrastructure, and have the potential for signifcant 
economic or public health consequences related to the CWS. 

4. For each natural hazard that you identify as a signifcant risk, briefy describe or provide examples of how 
the hazard could impact the asset category at the CWS. Include major assets that might be damaged or 
disabled, water service restrictions or loss, and public health impacts as applicable. 

5. OPTIONAL Table 11 (Risk and Resilience Assessment Checklist, see below): Identify countermeasures 
that the CWS could potentially implement to reduce risk from the malevolent acts and natural hazards that 
you selected in in this assessment. 

a. For malevolent acts, countermeasures are intended to deter, delay, detect, and respond to an attack. 

b. For natural hazards, countermeasures are intended to prepare, respond, and recover from an event. 

NOTE: A single countermeasure, such as emergency response planning or power resilience, may reduce risk 
across multiple malevolent acts, natural hazards and asset categories. 

Complete the Risk and Resilience Assessment 
Checklist here 
EPA ofers the Risk and Resilience Assessment Checklist in two formats. A fllable PDF 
format is provided on the pages that follow. This format has fxed felds and may not 
be changed by the user. Alternatively, a Word version may be accessed by clicking on 
the icon below. The Word version may be changed by the user. The content of the 
PDF and Word versions is the same. To access the Word version, the fle must be 
downloaded to your computer. 

Ofce of Water (MC 140) EPA 817-B-20-001 May 2020 
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 Community Water System 
Risk and Resilience Assessment 

Risk and Resilience Assessment 

Please fll in the information below. 

Facility Name (if applicable): 

PWSID: 

Analyst Name(s): 

Date of Analysis: 

Analysis Notes: 

4 



Table 1a:  Physical Barriers (Malevolent Acts)1 

Asset Category: Physical Barriers 

Examples of Assets in this Category: Encompasses physical security in place at the CWS. Possible examples include 
fencing, bollards, and perimeter walls; gates and facility entrances; intrusion detection sensors and alarms; access 
control systems (e.g., locks, card reader systems); and hardened doors, security grilles, and equipment cages. 

Malevolent Acts Brief Description of Impacts 

Select the malevolent acts If you select a malevolent act in the left column as a signifcant risk to the Physical 
in the left column that pose Barriers asset category, briefy describe in the right column how the malevolent act 
a signifcant risk to this could impact this asset category at the CWS. Include efects on major assets, water 
asset category at the CWS. service, and public health as applicable. 

Assault on Utility – 
Physical 

Contamination of Finished 
Water – Intentional 

Contamination of Finished 
Water – Accidental2 

Theft or Diversion – 
Physical 

Cyberattack on Business 
Enterprise Systems 

1 In a risk assessment, physical barriers are usually treated as countermeasures, which reduce the risk of a threat to an asset, rather than being treated as 
assets. However, under AWIA, a CWS must assess the risks to and resilience of physical barriers. 
2 Accidental contamination is not a malevolent act. It is included here due to similar potential consequences and because whether a contamination 
incident is intentional or accidental may not be known during initial response. 
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Asset Category: Physical Barriers 

Examples of Assets in this Category: Encompasses physical security in place at the CWS. Possible examples include 
fencing, bollards, and perimeter walls; gates and facility entrances; intrusion detection sensors and alarms; access 
control systems (e.g., locks, card reader systems); and hardened doors, security grilles, and equipment cages. 

Malevolent Acts 

Select the malevolent acts 
in the left column that pose 
a signifcant risk to this 
asset category at the CWS. 

Brief Description of Impacts 

If you select a malevolent act in the left column as a signifcant risk to the Physical 
Barriers asset category, briefy describe in the right column how the malevolent act 
could impact this asset category at the CWS. Include efects on major assets, water 
service, and public health as applicable. 

Cyberattack on Process 
Control Systems 

Sabotage – Physical 

Contamination of Source 
Water – Intentional 

Contamination of Source 
Water – Accidental3 

Other(s), enter below: 

3 Accidental contamination is not a malevolent act. It is included here due to similar potential consequences and because whether a contamination 
incident is intentional or accidental may not be known during initial response. 
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Table 1b: Physical Barriers (Natural Hazards)4 

Asset Category: Physical Barriers 

Examples of Assets in this Category: Encompasses physical security in place at the CWS. Possible examples include 
fencing, bollards, and perimeter walls; gates and facility entrances; intrusion detection sensors and alarms; access 
control systems (e.g., locks, card reader systems); and hardened doors, security grilles, and equipment cages. 

Natural Hazards 

Select the natural hazards in 
the left column that pose a 
signifcant risk to this asset 
category at the CWS. 

Brief Description of Impacts 

If you select a natural hazard in the left column as a signifcant risk to the Physical 
Barriers asset category, briefy describe in the right column how the natural hazard 
could impact this asset category at the CWS. Include efects on major assets, water 
service, and public health as applicable. 

Hurricane 

Flood 

Earthquake 

Tornado 

Ice storm 

Fire 

4 In a risk assessment, physical barriers are usually treated as countermeasures, which reduce the risk of a threat to an asset, rather than analyzed as 
assets themselves. However, under AWIA, a CWS must assess the risks to and resilience of physical barriers. 
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Asset Category: Physical Barriers 

Examples of Assets in this Category: Encompasses physical security in place at the CWS. Possible examples include 
fencing, bollards, and perimeter walls; gates and facility entrances; intrusion detection sensors and alarms; access 
control systems (e.g., locks, card reader systems); and hardened doors, security grilles, and equipment cages. 

Natural Hazards 

Select the natural hazards in 
the left column that pose a 
signifcant risk to this asset 
category at the CWS. 

Brief Description of Impacts 

If you select a natural hazard in the left column as a signifcant risk to the Physical 
Barriers asset category, briefy describe in the right column how the natural hazard 
could impact this asset category at the CWS. Include efects on major assets, water 
service, and public health as applicable. 

Other(s), enter below: 
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Table 2a:  Source Water (Malevolent Acts) 

Asset Category: Source Water 

Examples of Assets in this Category: Encompasses all sources that supply water to a water system. Possible 
examples include rivers, streams, lakes, source water reservoirs, groundwater, and purchased water. 

Malevolent Acts 

Select the malevolent acts 
in the left column that pose 
a signifcant risk to this 
asset category at the CWS. 

Brief Description of Impacts 

If you select a malevolent act in the left column as a signifcant risk to the Source 
Water asset category, briefy describe in the right column how the malevolent act 
could impact this asset category at the CWS. Include efects on major assets, water 
service, and public health as applicable. 

Assault on Utility – 
Physical 

Contamination of Finished 
Water – Intentional 

Contamination of Finished 
Water – Accidental5 

Theft or Diversion – 
Physical 

Cyberattack on Business 
Enterprise Systems 

5 Accidental contamination is not a malevolent act. It is included here due to similar potential consequences and because whether a contamination 
incident is intentional or accidental may not be known during initial response. 

9 



Asset Category: Source Water 

Examples of Assets in this Category: Encompasses all sources that supply water to a water system. Possible 
examples include rivers, streams, lakes, source water reservoirs, groundwater, and purchased water. 

Malevolent Acts 

Select the malevolent acts 
in the left column that pose 
a signifcant risk to this 
asset category at the CWS. 

Brief Description of Impacts 

If you select a malevolent act in the left column as a signifcant risk to the Source 
Water asset category, briefy describe in the right column how the malevolent act 
could impact this asset category at the CWS. Include efects on major assets, water 
service, and public health as applicable. 

Cyberattack on Process 
Control Systems 

Sabotage – Physical 

Contamination of Source 
Water – Intentional 

Contamination of Source 
Water – Accidental6 

Other(s), enter below: 

6 Accidental contamination is not a malevolent act. It is included here due to similar potential consequences and because whether a contamination 
incident is intentional or accidental may not be known during initial response. 
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Table 2b: Source Water (Natural Hazards) 

Asset Category: Source Water 

Examples of Assets in this Category: Encompasses all sources that supply water to a water system. Possible 
examples include rivers, streams, lakes, source water reservoirs, groundwater, and purchased water. 

Natural Hazards 

Select the natural hazards in 
the left column that pose a 
signifcant risk to this asset 
category at the CWS. 

Brief Description of Impacts 

If you select a natural hazard in the left column as a signifcant risk to the Source 
Water asset category, briefy describe in the right column how the natural hazard 
could impact this asset category at the CWS. Include efects on major assets, water 
service, and public health as applicable. 

Hurricane 

Flood 

Earthquake 

Tornado 

Ice storm 

Fire 
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Asset Category: Source Water 

Examples of Assets in this Category: Encompasses all sources that supply water to a water system. Possible 
examples include rivers, streams, lakes, source water reservoirs, groundwater, and purchased water. 

Natural Hazards 

Select the natural hazards in 
the left column that pose a 
signifcant risk to this asset 
category at the CWS. 

Brief Description of Impacts 

If you select a natural hazard in the left column as a signifcant risk to the Source 
Water asset category, briefy describe in the right column how the natural hazard 
could impact this asset category at the CWS. Include efects on major assets, water 
service, and public health as applicable. 

Other(s), enter below: 
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Table 3a:  Pipes and Constructed Conveyances, Water Collection, and Intake (Malevolent Acts) 

Asset Category: Pipes and Constructed Conveyances, Water Collection, and Intake 

Examples of Assets in this Category: Encompasses the infrastructure that collects and transports water from a 
source water to treatment or distribution facilities. Possible examples include holding facilities, intake structures and 
associated pumps and pipes, aqueducts, and other conveyances. 

Malevolent Acts Brief Description of Impacts 

Select the malevolent acts If you select a malevolent act in the left column as a signifcant risk to the Pipes 
in the left column that pose and Constructed Conveyances, Water Collection, and Intake asset category, 
a signifcant risk to this briefy describe in the right column how the malevolent act could impact this asset 
asset category at the CWS. category at the CWS. Include efects on major assets, water service, and public 

health as applicable. 

Assault on Utility – 
Physical 

Contamination of Finished 
Water – Intentional 

Contamination of Finished 
Water – Accidental7 

Theft or Diversion – 
Physical 

Cyberattack on Business 
Enterprise Systems 

7 Accidental contamination is not a malevolent act. It is included here due to similar potential consequences and because whether a contamination 
incident is intentional or accidental may not be known during initial response. 
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Asset Category: Pipes and Constructed Conveyances, Water Collection, and Intake 

Examples of Assets in this Category: Encompasses the infrastructure that collects and transports water from a 
source water to treatment or distribution facilities. Possible examples include holding facilities, intake structures and 
associated pumps and pipes, aqueducts, and other conveyances. 

Malevolent Acts 

Select the malevolent acts 
in the left column that pose 
a signifcant risk to this 
asset category at the CWS. 

Brief Description of Impacts 

If you select a malevolent act in the left column as a signifcant risk to the Pipes 
and Constructed Conveyances, Water Collection, and Intake asset category, 
briefy describe in the right column how the malevolent act could impact this asset 
category at the CWS. Include efects on major assets, water service, and public 
health as applicable. 

Cyberattack on Process 
Control Systems 

Sabotage – Physical 

Contamination of Source 
Water – Intentional 

Contamination of Source 
Water – Accidental8 

Other(s), enter below: 

8 Accidental contamination is not a malevolent act. It is included here due to similar potential consequences and because whether a contamination 
incident is intentional or accidental may not be known during initial response. 
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Table 3b: Pipes and Constructed Conveyances, Water Collection, and Intake (Natural Hazards) 

Asset Category: Pipes and Constructed Conveyances, Water Collection, and Intake 

Examples of Assets in this Category: Encompasses the infrastructure that collects and transports water from a 
source water to treatment or distribution facilities. Possible examples include holding facilities, intake structures and 
associated pumps and pipes, aqueducts, and other conveyances. 

Natural Hazards 

Select the natural hazards in 
the left column that pose a 
signifcant risk to this asset 
category at the CWS. 

Brief Description of Impacts 

If you select a natural hazard in the left column as a signifcant risk to the Pipes 
and Constructed Conveyances, Water Collection, and Intake asset category, 
briefy describe in the right column how the malevolent act could impact this asset 
category at the CWS. Include efects on major assets, water service, and public 
health as applicable. 

Hurricane 

Flood 

Earthquake 

Tornado 

Ice storm 

Fire 
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Asset Category: Pipes and Constructed Conveyances, Water Collection, and Intake 

Examples of Assets in this Category: Encompasses the infrastructure that collects and transports water from a 
source water to treatment or distribution facilities. Possible examples include holding facilities, intake structures and 
associated pumps and pipes, aqueducts, and other conveyances. 

Natural Hazards 

Select the natural hazards in 
the left column that pose a 
signifcant risk to this asset 
category at the CWS. 

Brief Description of Impacts 

If you select a natural hazard in the left column as a signifcant risk to the Pipes 
and Constructed Conveyances, Water Collection, and Intake asset category, 
briefy describe in the right column how the malevolent act could impact this asset 
category at the CWS. Include efects on major assets, water service, and public 
health as applicable. 

Other(s), enter below: 
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 Table 4a:  Pretreatment and Treatment (Malevolent Acts) 

Asset Category: Pretreatment and Treatment 

Examples of Assets in this Category: Encompasses all unit processes that a water system uses to ensure water 
meets regulatory public health and aesthetic standards prior to distribution to customers. Possible examples 
include sedimentation, fltration, disinfection, and chemical treatment. For the risk assessment, individual treatment 
processes at a facility may be grouped together and analyzed as a single asset if they have a similar risk profle. 

Malevolent Acts Brief Description of Impacts 

Select the malevolent acts If you select a malevolent act in the left column as a signifcant risk to the 
in the left column that pose Pretreatment and Treatment asset category, briefy describe in the right column 
a signifcant risk to this how the malevolent act could impact this asset category at the CWS. Include 
asset category at the CWS. efects on major assets, water service, and public health as applicable. 

Assault on Utility – 
Physical 

Contamination of Finished 
Water – Intentional 

Contamination of Finished 
Water – Accidental9 

Theft or Diversion – 
Physical 

Cyberattack on Business 
Enterprise Systems 

9 Accidental contamination is not a malevolent act. It is included here due to similar potential consequences and because whether a contamination 
incident is intentional or accidental may not be known during initial response. 
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Asset Category: Pretreatment and Treatment 

Examples of Assets in this Category: Encompasses all unit processes that a water system uses to ensure water 
meets regulatory public health and aesthetic standards prior to distribution to customers. Possible examples 
include sedimentation, fltration, disinfection, and chemical treatment. For the risk assessment, individual treatment 
processes at a facility may be grouped together and analyzed as a single asset if they have a similar risk profle. 

Malevolent Acts 

Select the malevolent acts 
in the left column that pose 
a signifcant risk to this 
asset category at the CWS. 

Brief Description of Impacts 

If you select a malevolent act in the left column as a signifcant risk to the 
Pretreatment and Treatment asset category, briefy describe in the right column 
how the malevolent act could impact this asset category at the CWS. Include 
efects on major assets, water service, and public health as applicable. 

Cyberattack on Process 
Control Systems 

Sabotage – Physical 

Contamination of Source 
Water – Intentional 

Contamination of Source 
Water – Accidental10 

Other(s), enter below: 

10 Accidental contamination is not a malevolent act. It is included here due to similar potential consequences and because whether a contamination 
incident is intentional or accidental may not be known during initial response. 
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Risk and Resilience Assessment

Table 4b: Pretreatment and Treatment (Natural Hazards) 

Asset Category: Pretreatment and Treatment 

Examples of Assets in this Category: Encompasses all unit processes that a water system uses to ensure water 
meets regulatory public health and aesthetic standards prior to distribution to customers. Possible examples 
include sedimentation, fltration, disinfection, and chemical treatment. For the risk assessment, individual treatment 
processes at a facility may be grouped together and analyzed as a single asset if they have a similar risk profle. 

Natural Hazards 

Select the natural hazards in 
the left column that pose a 
signifcant risk to this asset 
category at the CWS. 

Brief Description of Impacts 

If you select a natural hazard in the left column as a signifcant risk to the 
Pretreatment and Treatment asset category, briefy describe in the right column 
how the natural hazard could impact this asset category at the CWS. Include efects 
on major assets, water service, and public health as applicable. 

Hurricane 

Flood 

Earthquake 

Tornado 

Ice storm 

Fire 



Asset Category: Pretreatment and Treatment 

Examples of Assets in this Category: Encompasses all unit processes that a water system uses to ensure water 
meets regulatory public health and aesthetic standards prior to distribution to customers. Possible examples 
include sedimentation, fltration, disinfection, and chemical treatment. For the risk assessment, individual treatment 
processes at a facility may be grouped together and analyzed as a single asset if they have a similar risk profle. 

Natural Hazards 

Select the natural hazards in 
the left column that pose a 
signifcant risk to this asset 
category at the CWS. 

Brief Description of Impacts 

If you select a natural hazard in the left column as a signifcant risk to the 
Pretreatment and Treatment asset category, briefy describe in the right column 
how the natural hazard could impact this asset category at the CWS. Include efects 
on major assets, water service, and public health as applicable. 

Other(s), enter below: 
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Table 5a:  Storage and Distribution Facilities (Malevolent Acts) 

Asset Category: Storage and Distribution Facilities 

Examples of Assets in this Category: Encompasses all infrastructure used to store water after treatment, maintain 
water quality, and distribute water to customers. Possible examples include residual disinfection, pumps, tanks, 
reservoirs, valves, pipes, and meters. 

Malevolent Acts Brief Description of Impacts 

Select the malevolent acts If you select a malevolent act in the left column as a signifcant risk to the Storage 
in the left column that pose and Distribution Facilities asset category, briefy describe in the right column how 
a signifcant risk to this the malevolent act could impact this asset category at the CWS. Include efects on 
asset category at the CWS. major assets, water service, and public health as applicable. 

Assault on Utility – 
Physical 

Contamination of Finished 
Water – Intentional 

Contamination of Finished 
Water – Accidental11 

Theft or Diversion – 
Physical 

Cyberattack on Business 
Enterprise Systems 

11 Accidental contamination is not a malevolent act. It is included here due to similar potential consequences and because whether a contamination 
incident is intentional or accidental may not be known during initial response. 
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Asset Category: Storage and Distribution Facilities 

Examples of Assets in this Category: Encompasses all infrastructure used to store water after treatment, maintain 
water quality, and distribute water to customers. Possible examples include residual disinfection, pumps, tanks, 
reservoirs, valves, pipes, and meters. 

Malevolent Acts 

Select the malevolent acts 
in the left column that pose 
a signifcant risk to this 
asset category at the CWS. 

Brief Description of Impacts 

If you select a malevolent act in the left column as a signifcant risk to the Storage 
and Distribution Facilities asset category, briefy describe in the right column how 
the malevolent act could impact this asset category at the CWS. Include efects on 
major assets, water service, and public health as applicable. 

Cyberattack on Process 
Control Systems 

Sabotage – Physical 

Contamination of Source 
Water – Intentional 

Contamination of Source 
Water – Accidental12 

Other(s), enter below: 

12 Accidental contamination is not a malevolent act. It is included here due to similar potential consequences and because whether a contamination 
incident is intentional or accidental may not be known during initial response. 
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Table 5b: Storage and Distribution Facilities (Natural Hazards) 

Asset Category: Storage and Distribution Facilities 

Examples of Assets in this Category: Encompasses all infrastructure used to store water after treatment, maintain 
water quality, and distribute water to customers. Possible examples include residual disinfection, pumps, tanks, 
reservoirs, valves, pipes, and meters. 

Natural Hazards 

Select the natural hazards in 
the left column that pose a 
signifcant risk to this asset 
category at the CWS. 

Brief Description of Impacts 

If you select a natural hazard in the left column as a signifcant risk to the Storage 
and Distribution Facilities asset category, briefy describe in the right column how 
the natural hazard could impact this asset category at the CWS. Include efects on 
major assets, water service, and public health as applicable. 

Hurricane 

Flood 

Earthquake 

Tornado 

Ice storm 

Fire 
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Asset Category: Storage and Distribution Facilities 

Examples of Assets in this Category: Encompasses all infrastructure used to store water after treatment, maintain 
water quality, and distribute water to customers. Possible examples include residual disinfection, pumps, tanks, 
reservoirs, valves, pipes, and meters. 

Natural Hazards 

Select the natural hazards in 
the left column that pose a 
signifcant risk to this asset 
category at the CWS. 

Brief Description of Impacts 

If you select a natural hazard in the left column as a signifcant risk to the Storage 
and Distribution Facilities asset category, briefy describe in the right column how 
the natural hazard could impact this asset category at the CWS. Include efects on 
major assets, water service, and public health as applicable. 

Other(s), enter below: 
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Table 6a:  Electronic, Computer, or Other Automated Systems (including the security of such systems) 
(Malevolent Acts) 

Asset Category: Electronic, Computer, or Other Automated Systems (including the security of such systems) 

Examples of Assets in this Category: Encompasses all treatment and distribution process control systems, business 
enterprise information technology (IT) and communications systems (other than fnancial), and the processes used 
to secure such systems. Possible examples include the sensors, controls, monitors and other interfaces, plus related 
IT hardware and software and communications, used to control water collection, treatment, and distribution. Also 
includes IT hardware, software, and communications used in business enterprise operations. The assessment must 
account for the security of these systems (e.g., cybersecurity, information security). 

Malevolent Acts Brief Description of Impacts 

Select the malevolent acts If you select a malevolent act in the left column as a signifcant risk to the Electronic, 
in the left column that pose Computer, or Other Automated Systems (including the security of such systems) 
a signifcant risk to this asset category, briefy describe in the right column how the malevolent act could 
asset category at the CWS. impact this asset category at the CWS. Include efects on major assets, water 

service, and public health as applicable. 

Assault on Utility – 
Physical 

Contamination of Finished 
Water – Intentional 

Contamination of Finished 
Water – Accidental13 

Theft or Diversion – 
Physical 

Cyberattack on Business 
Enterprise Systems 

13 Accidental contamination is not a malevolent act. It is included here due to similar potential consequences and because whether a contamination 
incident is intentional or accidental may not be known during initial response. 
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Asset Category: Electronic, Computer, or Other Automated Systems (including the security of such systems) 

Examples of Assets in this Category: Encompasses all treatment and distribution process control systems, business 
enterprise information technology (IT) and communications systems (other than fnancial), and the processes used 
to secure such systems. Possible examples include the sensors, controls, monitors and other interfaces, plus related 
IT hardware and software and communications, used to control water collection, treatment, and distribution. Also 
includes IT hardware, software, and communications used in business enterprise operations. The assessment must 
account for the security of these systems (e.g., cybersecurity, information security). 

Malevolent Acts Brief Description of Impacts 

Select the malevolent acts If you select a malevolent act in the left column as a signifcant risk to the Electronic, 
in the left column that pose Computer, or Other Automated Systems (including the security of such systems) 
a signifcant risk to this asset category, briefy describe in the right column how the malevolent act could 
asset category at the CWS. impact this asset category at the CWS. Include efects on major assets, water 

service, and public health as applicable. 

Cyberattack on Process 
Control Systems 

Sabotage – Physical 

Contamination of Source 
Water – Intentional 

Contamination of Source 
Water – Accidental14 

Other(s), enter below: 

14 Accidental contamination is not a malevolent act. It is included here due to similar potential consequences and because whether a contamination 
incident is intentional or accidental may not be known during initial response. 

26 



Table 6b: Electronic, Computer, or Other Automated Systems (including the security of such systems) 
(Natural Hazards) 

Asset Category: Electronic, Computer, or Other Automated Systems (including the security of such systems) 

Examples of Assets in this Category: Encompasses all treatment and distribution process control systems, business 
enterprise information technology (IT) and communications systems (other than fnancial), and the processes used 
to secure such systems. Possible examples include the sensors, controls, monitors and other interfaces, plus related 
IT hardware and software and communications, used to control water collection, treatment, and distribution. Also 
includes IT hardware, software, and communications used in business enterprise operations. The assessment must 
account for the security of these systems (e.g., cybersecurity, information security). 

Natural Hazards 

Select the natural hazards in 
the left column that pose a 
signifcant risk to this asset 
category at the CWS. 

Brief Description of Impacts 

If you select a natural hazard in the left column as a signifcant risk to the Electronic, 
Computer, or Other Automated Systems (including the security of such systems) 
asset category, briefy describe in the right column how the natural hazard could 
impact this asset category at the CWS. Include efects on major assets, water 
service, and public health as applicable. 

Hurricane 

Flood 

Earthquake 

Tornado 

Ice storm 

27 



Asset Category: Electronic, Computer, or Other Automated Systems (including the security of such systems) 

Examples of Assets in this Category: Encompasses all treatment and distribution process control systems, business 
enterprise information technology (IT) and communications systems (other than fnancial), and the processes used 
to secure such systems. Possible examples include the sensors, controls, monitors and other interfaces, plus related 
IT hardware and software and communications, used to control water collection, treatment, and distribution. Also 
includes IT hardware, software, and communications used in business enterprise operations. The assessment must 
account for the security of these systems (e.g., cybersecurity, information security). 

Natural Hazards 

Select the natural hazards in 
the left column that pose a 
signifcant risk to this asset 
category at the CWS. 

Brief Description of Impacts 

If you select a natural hazard in the left column as a signifcant risk to the Electronic, 
Computer, or Other Automated Systems (including the security of such systems) 
asset category, briefy describe in the right column how the natural hazard could 
impact this asset category at the CWS. Include efects on major assets, water 
service, and public health as applicable. 

Fire 

Other(s), enter below: 
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Table 7a:  Monitoring Practices (Malevolent Acts)15 

Asset Category: Monitoring Practices 

Examples of Assets in this Category: Encompasses the processes and practices used to monitor source water and 
fnished water quality, along with any monitoring systems not captured in other asset categories. Possible examples 
include sensors, laboratory resources, sampling capabilities, and data management equipment and systems. 
Examples are contamination warning systems for the source water or distribution system. 

Malevolent Acts Brief Description of Impacts 

Select the malevolent acts If you select a malevolent act in the left column as a signifcant risk to the Monitoring 
in the left column that pose Practices asset category, briefy describe in the right column how the malevolent 
a signifcant risk to this act could impact this asset category at the CWS. Include efects on major assets, 
asset category at the CWS. water service, and public health as applicable. 

Assault on Utility – 
Physical 

Contamination of Finished 
Water – Intentional 

Contamination of Finished 
Water – Accidental16 

Theft or Diversion – 
Physical 

Cyberattack on Business 
Enterprise Systems 

15 Monitoring associated with physical security should be addressed under Physical Barriers; monitoring associated with process controls and 
cybersecurity should be addressed under Electronic, Computer or Other Automated Systems; monitoring associated with fnancial systems should be 
addressed under Financial Infrastructure. 
16 Accidental contamination is not a malevolent act. It is included here due to similar potential consequences and because whether a contamination 
incident is intentional or accidental may not be known during initial response. 
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Asset Category: Monitoring Practices 

Examples of Assets in this Category: Encompasses the processes and practices used to monitor source water and 
fnished water quality, along with any monitoring systems not captured in other asset categories. Possible examples 
include sensors, laboratory resources, sampling capabilities, and data management equipment and systems. 
Examples are contamination warning systems for the source water or distribution system. 

Malevolent Acts 

Select the malevolent acts 
in the left column that pose 
a signifcant risk to this 
asset category at the CWS. 

Brief Description of Impacts 

If you select a malevolent act in the left column as a signifcant risk to the Monitoring 
Practices asset category, briefy describe in the right column how the malevolent 
act could impact this asset category at the CWS. Include efects on major assets, 
water service, and public health as applicable. 

Cyberattack on Process 
Control Systems 

Sabotage – Physical 

Contamination of Source 
Water – Intentional 

Contamination of Source 
Water – Accidental17 

Other(s), enter below: 

17 Accidental contamination is not a malevolent act. It is included here due to similar potential consequences and because whether a contamination 
incident is intentional or accidental may not be known during initial response. 
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Table 7b: Monitoring Practices (Natural Hazards)18 

Asset Category: Monitoring Practices 

Examples of Assets in this Category: Encompasses the processes and practices used to monitor source water and 
fnished water quality, along with any monitoring systems not captured in other asset categories. Possible examples 
include sensors, laboratory resources, sampling capabilities, and data management equipment and systems. 
Examples are contamination warning systems for the source water or distribution system. 

Natural Hazards 

Select the natural hazards in 
the left column that pose a 
signifcant risk to this asset 
category at the CWS. 

Brief Description of Impacts 

If you select a natural hazard in the left column as a signifcant risk to the Monitoring 
Practices asset category, briefy describe in the right column how the natural hazard 
could impact this asset category at the CWS. Include efects on major assets, water 
service, and public health as applicable. 

Hurricane 

Flood 

Earthquake 

Tornado 

Ice storm 

18 Monitoring associated with physical security should be addressed under Physical Barriers; monitoring associated with process controls and 
cybersecurity should be addressed under Electronic, Computer or Other Automated Systems; monitoring associated with fnancial systems should be 
addressed under Financial Infrastructure. 
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Asset Category: Monitoring Practices 

Examples of Assets in this Category: Encompasses the processes and practices used to monitor source water and 
fnished water quality, along with any monitoring systems not captured in other asset categories. Possible examples 
include sensors, laboratory resources, sampling capabilities, and data management equipment and systems. 
Examples are contamination warning systems for the source water or distribution system. 

Natural Hazards 

Select the natural hazards in 
the left column that pose a 
signifcant risk to this asset 
category at the CWS. 

Brief Description of Impacts 

If you select a natural hazard in the left column as a signifcant risk to the Monitoring 
Practices asset category, briefy describe in the right column how the natural hazard 
could impact this asset category at the CWS. Include efects on major assets, water 
service, and public health as applicable. 

Fire 

Other(s), enter below: 
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Table 8a:  Financial Infrastructure (Malevolent Acts) 

Asset Category: Financial Infrastructure 

Examples of Assets in this Category: Encompasses equipment and systems used to operate and manage utility 
fnances. Possible examples include billing, payment, and accounting systems, along with third parties used for these 
services. This asset category is not intended to address the fnancial “health” of the water utility (e.g., credit rating, 
debt-to-equity ratios). 

Malevolent Acts Brief Description of Impacts 

Select the malevolent acts If you select a malevolent act in the left column as a signifcant risk to the Financial 
in the left column that pose Infrastructure asset category, briefy describe in the right column how the 
a signifcant risk to this malevolent act could impact this asset category at the CWS. Include efects on 
asset category at the CWS. major assets, water service, and public health as applicable. 

Assault on Utility – 
Physical 

Contamination of Finished 
Water – Intentional 

Contamination of Finished 
Water – Accidental19 

Theft or Diversion – 
Physical 

Cyberattack on Business 
Enterprise Systems 

19 Accidental contamination is not a malevolent act. It is included here due to similar potential consequences and because whether a contamination 
incident is intentional or accidental may not be known during initial response. 
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Asset Category: Financial Infrastructure 

Examples of Assets in this Category: Encompasses equipment and systems used to operate and manage utility 
fnances. Possible examples include billing, payment, and accounting systems, along with third parties used for these 
services. This asset category is not intended to address the fnancial “health” of the water utility (e.g., credit rating, 
debt-to-equity ratios). 

Malevolent Acts 

Select the malevolent acts 
in the left column that pose 
a signifcant risk to this 
asset category at the CWS. 

Brief Description of Impacts 

If you select a malevolent act in the left column as a signifcant risk to the Financial 
Infrastructure asset category, briefy describe in the right column how the 
malevolent act could impact this asset category at the CWS. Include efects on 
major assets, water service, and public health as applicable. 

Cyberattack on Process 
Control Systems 

Sabotage – Physical 

Contamination of Source 
Water – Intentional 

Contamination of Source 
Water – Accidental20 

Other(s), enter below: 

20 Accidental contamination is not a malevolent act. It is included here due to similar potential consequences and because whether a contamination 
incident is intentional or accidental may not be known during initial response. 
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Table 8b: Financial Infrastructure (Natural Hazards) 

Asset Category: Financial Infrastructure 

Examples of Assets in this Category: Encompasses equipment and systems used to operate and manage utility 
fnances. Possible examples include billing, payment, and accounting systems, along with third parties used for these 
services. This asset category is not intended to address the fnancial “health” of the water utility (e.g., credit rating, 
debt-to-equity ratios). 

Natural Hazards 

Select the natural hazards in 
the left column that pose a 
signifcant risk to this asset 
category at the CWS. 

Brief Description of Impacts 

If you select a natural hazard in the left column as a signifcant risk to the Financial 
Infrastructure asset category, briefy describe in the right column how the natural 
hazard could impact this asset category at the CWS. Include efects on major 
assets, water service, and public health as applicable. 

Hurricane 

Flood 

Earthquake 

Tornado 

Ice storm 

Fire 
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Asset Category: Financial Infrastructure 

Examples of Assets in this Category: Encompasses equipment and systems used to operate and manage utility 
fnances. Possible examples include billing, payment, and accounting systems, along with third parties used for these 
services. This asset category is not intended to address the fnancial “health” of the water utility (e.g., credit rating, 
debt-to-equity ratios). 

Natural Hazards 

Select the natural hazards in 
the left column that pose a 
signifcant risk to this asset 
category at the CWS. 

Brief Description of Impacts 

If you select a natural hazard in the left column as a signifcant risk to the Financial 
Infrastructure asset category, briefy describe in the right column how the natural 
hazard could impact this asset category at the CWS. Include efects on major 
assets, water service, and public health as applicable. 

Other(s), enter below: 
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Table 9a:  The Use, Storage, or Handing of Chemicals (Malevolent Acts) 

Asset Category: The Use, Storage, or Handling of Chemicals 

Examples of Assets in this Category: Encompasses the chemicals and associated storage facilities and handling 
practices used for chemical disinfection and treatment. Assessments under this asset category should focus on the 
risk of uncontrolled release of a potentially dangerous chemical like chlorine where applicable. 

Malevolent Acts Brief Description of Impacts 

Select the malevolent acts If you select a malevolent act in the left column as a signifcant risk to the The Use, 
in the left column that pose Storage, or Handling of Chemicals asset category, briefy describe in the right 
a signifcant risk to this column how the malevolent act could impact this asset category at the CWS. 
asset category at the CWS. Include efects on major assets, water service, and public health as applicable. 

Assault on Utility – 
Physical 

Contamination of Finished 
Water – Intentional 

Contamination of Finished 
Water – Accidental21 

Theft or Diversion – 
Physical 

Cyberattack on Business 
Enterprise Systems 

21 Accidental contamination is not a malevolent act. It is included here due to similar potential consequences and because whether a contamination 
incident is intentional or accidental may not be known during initial response. 
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Asset Category: The Use, Storage, or Handling of Chemicals 

Examples of Assets in this Category: Encompasses the chemicals and associated storage facilities and handling 
practices used for chemical disinfection and treatment. Assessments under this asset category should focus on the 
risk of uncontrolled release of a potentially dangerous chemical like chlorine where applicable. 

Malevolent Acts 

Select the malevolent acts 
in the left column that pose 
a signifcant risk to this 
asset category at the CWS. 

Brief Description of Impacts 

If you select a malevolent act in the left column as a signifcant risk to the The Use, 
Storage, or Handling of Chemicals asset category, briefy describe in the right 
column how the malevolent act could impact this asset category at the CWS. 
Include efects on major assets, water service, and public health as applicable. 

Cyberattack on Process 
Control Systems 

Sabotage – Physical 

Contamination of Source 
Water – Intentional 

Contamination of Source 
Water – Accidental22 

Other(s), enter below: 

22 Accidental contamination is not a malevolent act. It is included here due to similar potential consequences and because whether a contamination 
incident is intentional or accidental may not be known during initial response. 
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Table 9b: The Use, Storage, or Handing of Chemicals (Natural Hazards) 

Asset Category: The Use, Storage, or Handling of Chemicals 

Examples of Assets in this Category: Encompasses the chemicals and associated storage facilities and handling 
practices used for chemical disinfection and treatment. Assessments under this asset category should focus on the 
risk of uncontrolled release of a potentially dangerous chemical like chlorine where applicable. 

Natural Hazards 

Select the natural hazards in 
the left column that pose a 
signifcant risk to this asset 
category at the CWS. 

Brief Description of Impacts 

If you select a natural hazard in the left column as a signifcant risk to the The Use, 
Storage, or Handling of Chemicals asset category, briefy describe in the right 
column how the natural hazard could impact this asset category at the CWS. 
Include efects on major assets, water service, and public health as applicable. 

Hurricane 

Flood 

Earthquake 

Tornado 

Ice storm 

Fire 
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Asset Category: The Use, Storage, or Handling of Chemicals 

Examples of Assets in this Category: Encompasses the chemicals and associated storage facilities and handling 
practices used for chemical disinfection and treatment. Assessments under this asset category should focus on the 
risk of uncontrolled release of a potentially dangerous chemical like chlorine where applicable. 

Natural Hazards 

Select the natural hazards in 
the left column that pose a 
signifcant risk to this asset 
category at the CWS. 

Brief Description of Impacts 

If you select a natural hazard in the left column as a signifcant risk to the The Use, 
Storage, or Handling of Chemicals asset category, briefy describe in the right 
column how the natural hazard could impact this asset category at the CWS. 
Include efects on major assets, water service, and public health as applicable. 

Other(s), enter below: 
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Table 10a:  The Operation and Maintenance of the System (Malevolent Acts) 

Asset Category: The Operation and Maintenance of the System 

Examples of Assets in this Category: Encompasses critical processes required for operation and maintenance of 
the water system that are not captured under other asset categories. Possible examples include equipment, supplies, 
and key personnel. Assessments may focus on the risk to operations associated with dependency threats like loss of 
utilities (e.g., power outage), loss of suppliers (e.g., interruption in chemical delivery), and loss of key employees (e.g., 
disease outbreak or employee displacement). 

Malevolent Acts Brief Description of Impacts 

Select the malevolent acts If you select a malevolent act in the left column as a signifcant risk to the The 
in the left column that pose Operation and Maintenance of the System asset category, briefy describe in the 
a signifcant risk to this right column how the malevolent act could impact this asset category at the CWS. 
asset category at the CWS. Include efects on major assets, water service, and public health as applicable. 

Assault on Utility – 
Physical 

Contamination of Finished 
Water – Intentional 

Contamination of Finished 
Water – Accidental23 

Theft or Diversion – 
Physical 

Cyberattack on Business 
Enterprise Systems 

23 Accidental contamination is not a malevolent act. It is included here due to similar potential consequences and because whether a contamination 
incident is intentional or accidental may not be known during initial response. 
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Asset Category: The Operation and Maintenance of the System 

Examples of Assets in this Category: Encompasses critical processes required for operation and maintenance of 
the water system that are not captured under other asset categories. Possible examples include equipment, supplies, 
and key personnel. Assessments may focus on the risk to operations associated with dependency threats like loss of 
utilities (e.g., power outage), loss of suppliers (e.g., interruption in chemical delivery), and loss of key employees (e.g., 
disease outbreak or employee displacement). 

Malevolent Acts Brief Description of Impacts 

Select the malevolent acts If you select a malevolent act in the left column as a signifcant risk to the The 
in the left column that pose Operation and Maintenance of the System asset category, briefy describe in the 
a signifcant risk to this right column how the malevolent act could impact this asset category at the CWS. 
asset category at the CWS. Include efects on major assets, water service, and public health as applicable. 

Cyberattack on Process 
Control Systems 

Sabotage – Physical 

Contamination of Source 
Water – Intentional 

Contamination of Source 
Water – Accidental24 

Other(s), enter below: 

24 Accidental contamination is not a malevolent act. It is included here due to similar potential consequences and because whether a contamination 
incident is intentional or accidental may not be known during initial response. 
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Table 10b: The Operation and Maintenance of the System (Natural Hazards) 

Asset Category: The Operation and Maintenance of the System 

Examples of Assets in this Category: Encompasses critical processes required for operation and maintenance of 
the water system that are not captured under other asset categories. Possible examples include equipment, supplies, 
and key personnel. Assessments may focus on the risk to operations associated with dependency threats like loss of 
utilities (e.g., power outage), loss of suppliers (e.g., interruption in chemical delivery), and loss of key employees (e.g., 
disease outbreak or employee displacement). 

Natural Hazards 

Select the natural hazards in 
the left column that pose a 
signifcant risk to this asset 
category at the CWS. 

Brief Description of Impacts 

If you select a natural hazard in the left column as a signifcant risk to the The 
Operation and Maintenance of the System asset category, briefy describe in the 
right column how the natural hazard could impact this asset category at the CWS. 
Include efects on major assets, water service, and public health as applicable. 

Hurricane 

Flood 

Earthquake 

Tornado 

Ice storm 

Fire 
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Asset Category: The Operation and Maintenance of the System 

Examples of Assets in this Category: Encompasses critical processes required for operation and maintenance of 
the water system that are not captured under other asset categories. Possible examples include equipment, supplies, 
and key personnel. Assessments may focus on the risk to operations associated with dependency threats like loss of 
utilities (e.g., power outage), loss of suppliers (e.g., interruption in chemical delivery), and loss of key employees (e.g., 
disease outbreak or employee displacement). 

Natural Hazards 

Select the natural hazards in 
the left column that pose a 
signifcant risk to this asset 
category at the CWS. 

Brief Description of Impacts 

If you select a natural hazard in the left column as a signifcant risk to the The 
Operation and Maintenance of the System asset category, briefy describe in the 
right column how the natural hazard could impact this asset category at the CWS. 
Include efects on major assets, water service, and public health as applicable. 

Other(s), enter below: 
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Table 11: Countermeasures (Optional)25 

Countermeasures 
(optional)  

List countermeasures in 
the left column the CWS 
could potentially implement 
to reduce risk from the 
malevolent acts and natural 
hazards that were selected. 

Brief Description of Risk Reduction or Increased Resilience 

For each countermeasure, in the right column, describe how the countermeasure 
could reduce risk or increase resilience for CWS assets from malevolent acts or 
natural hazards that were selected in the analysis. A countermeasure may reduce 
risk across multiple malevolent acts, natural hazards and asset categories. 

1. 

2. 

3. 

4. 

5. 

25 IMPORTANT NOTE: The assessment does not require a specifc number of countermeasures. You may have fewer than fve countermeasures or add 
more countermeasures and describe them in a separate document. 
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Change History 
Please describe the changes made to this risk and resilience assessment since its original development, 
who made the changes, and on what date the changes were incorporated. 

Name/Title: Date: Description of Change: 
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Duluth Hermantown Water Total

Billed Billed Percent Main Truck Fill/ City Total Unaccounted

(Gallons) (Gallons) Difference Difference Breaks Temp Meter Usage Accounted Gallons 

Jan 14,008,544    13,130,447    878,097          6.3% -              23,400           20,990         44,390        833,707          

Feb 13,577,696    11,567,332    2,010,364      14.8% 1,145,000  7,900             13,972         1,166,872  843,492          

Mar 12,871,584    12,712,351    159,233          1.2% 50,000        20,900           17,470         88,370        70,863            

Apr 14,606,944    13,255,683    1,351,261      9.3% 210,000      27,100           11,818         248,918      1,102,343       

May 14,614,424    15,186,801    (572,377)        -3.9% 60,000        54,043           14,444         128,487      (700,864)         

Jun 17,417,180    16,661,709    755,471          4.3% 178,700      91,929           25,842         296,471      459,000          

Jul 17,583,984    16,733,790    850,194          4.8% -              95,900           33,513         129,413      720,781          

Aug 21,032,264    19,647,740    1,384,524      6.6% 506,000      275,482        22,120         803,602      580,922          

Sep 18,422,492    17,133,360    1,289,132      7.0% 200,000      93,300           13,771         307,071      982,061          

Oct -                   -                   -                  #DIV/0! -              -                 -               -              -                   

Nov -                   -                   -                  #DIV/0! -              -                 -               -              -                   

Dec -                   -                   -                  #DIV/0! -              -                 -               -              -                   

144,135,112  136,029,212  8,105,900      5.6% 2,349,700  689,954        173,940       3,213,594  4,892,306       

3.39%

City of Hermantown - 2021 Water Loss Report

Total Percent of Duluth Billed Unaccounted For:
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Hermantown Flow + Bayview
September 2021

Hermantown Rain Gauge Inches per Hour

Hermantown + Bayview
Permitted Peak 
Flow  3.53 MGD

Dry Weather Flow 
0.548 MGD
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Hermantown Flow - Haines Road
September 2021

Hermantown Rain Gauge Inches per Hour
Hermantown Flow MGD

Dry Weather Flow
0.324 MGD

Level of Service 
2.33 MGD 
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BAYVIEW METERING STATION 
September 2021

Proctor MS Rain Gauge Inches per Hour
Bayview Flow MGD

Dry Weather Flow
0.22 MGD

Level of Service 
1.62 MGD 



Application Signed Date Address Sewer Water Home Owner New or Existing Home

1/6/2021 3691 Patriot Lane x x Jay Zierden New

1/28/2021 4995 W Arrowhead Rd x x Les Adolphson New

2/24/2021 4975 Thompson Rd x Thomas & Sharon Havron Existing 

3/3/2021 5064 Silver Leaf St x x Jason & Rachel Wise New

3/8/2021 4180 W Pond Dr. x x David Rauschenfels New

3/15/2021 4720 Morris Thomas Rd x Shelley & Evan Wingness Existing 

3/31/2021 4059 Ugstad Rd x x Clear Vision Builders New

3/31/2021 4061 Ugstad Rd x x Clear Vision Builders New

3/31/2021 4063 Ugstad Rd x x Clear Vision Builders New

3/31/2021 4065 Ugstad Rd x x Clear Vision Builders New

4/15/2021 5085 Hermantown Rd x x A-Lign Properties New

4/15/2021 5087 Hermantown Rd x x A-Lign Properties New

4/15/2021 5091 Hermantown Rd x x A-Lign Properties New

4/15/2021 5093 Hermantown Rd x x A-Lign Properties New

4/28/2021 4320 Theilke Circle x x Kevin Kuklis New

4/29/2021 3690 Patriot Lane x x Jay Zierden New

4/29/2021 3692 Patriot Lane x x Jay Zierden New

4/29/2021 3694 Patriot Lane x x Jay Zierden New 

5/3/2021 4449 Sugar Maple Dr x x Dan Wallin New 

5/3/2021 4451 Sugar maple Dr x x Dwayne Haapanen New 

6/23/2021 5298 Miller Trunk Hwy (Apts) x x P & R Properties New 

7/8/2021 4327 Thielke Circle x x Travis & Brittany Hedley New 

7/13/2021 4990 Knotty Wood Ct x x DNJ Properties New

7/16/2021 4061 Haines Rd (Garage Service) x x Andrew Gamache Existing 

7/20/2021 3759 Lavaque Rd x x Greg Johnson New 

7/29/2021 5340 Truman Dr x x Easy Housing of Duluth New

8/9/2021 4155 Richard Ave x x Patriot Properties New 

8/27/2021 3883 Okerstrom Rd x x Jason Bramstadt New

9/2/2021 5236 Lavaque Jct Rd x Casey Macdonell Existing 

9/27/2021 4185 Jefferson Dr x x Garret Suihkonen New 

9/28/2021 4324 Ugstad Rd x x Amber Olson New 

2021 New Connection Applications Received 



10/7/2021 3959 Peyton Lane x x Scott Antcliff New



Working together to serve and build our community. 

TO: Utility Commission Members 
 

 
FROM:  Lindsay Townsend, Utility 

Billing Clerk   
DATE: October 13, 2021 Meeting Date:  10/21/2021 

 
SUBJECT: Utility Billing Happenings Agenda Item:   8f 

 
 

 
 

• Water Conservation Kits still available at City Hall for residents to pick up. 
 

• Utility Portal Update: 1,085 accounts, 418 paperless, 292 autopay (Last month: 1047 accounts, 413 
paperless, 277 autopay)  
 

• Past Due Accounts as of October 13:  72 accts (119 accounts last month)  
120 days – 2 accts (Previous month: 1) 
90 days – 6 accts (Previous month: 4) 
60 days – 6 accts (Previous month: 18) 
30 days – 58 accts (Previous month: 96) 
 

• In August 21 Shut Off notices were delivered.  One shut off for non-payment was performed. 
   

• On October 1 Pending Assessment for Delinquent Utilities letters went out to 157 customers (67 
monthly & 90 semi-annual). Customers have until November 12, 2021 to pay their past due balance 
to avoid being certified to St. Louis County to have the balance be collected with their 2022 
property taxes.  
 
As of October 13, there are 119 customers left to pay from the 157 that received letters.  36 monthly 
customers and 83 semi-annual stormwater only customers.  
 

• Due to the WLSSD substantial 2022 increase delineated in their recent letter given to you in the 
agenda packet the 2022 Sewer expenditure budget has been increased $55,000 from what was 
previously presented to you. 
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Table 1a: Physical Barriers (Malevolent Acts)[footnoteRef:2] [2:  In a risk assessment, physical barriers are usually treated as countermeasures, which reduce the risk of a threat to an asset, rather than being treated as assets. However, under AWIA, a CWS must assess the risks to and resilience of physical barriers. ] 


		Asset Category: Physical Barriers

Examples of Assets in this Category: Encompasses physical security in place at the CWS. Possible examples include fencing, bollards, and perimeter walls; gates and facility entrances; intrusion detection sensors and alarms; access control systems (e.g., locks, card reader systems); and hardened doors, security grilles, and equipment cages.



		Malevolent Acts 

Select the malevolent acts in the left column that pose a significant risk to this asset category at 
the CWS.

		Brief Description of Impacts

If you select a malevolent act in the left column as a significant risk to the Physical Barriers asset category, briefly describe in the right column how the malevolent act could impact this asset category at the CWS. Include effects on major assets, water service, and public health as applicable.



		☐	Assault on Utility – Physical

		Click or tap here to enter text.



	



		☐	Contamination of Finished Water – Intentional

		Click or tap here to enter text.

		☐	Contamination of Finished Water – Accidental[footnoteRef:3] [3:  Accidental contamination is not a malevolent act. It is included here due to similar potential consequences and because whether a contamination incident is intentional or accidental may not be known during initial response.] 


		Click or tap here to enter text.

		☐	Theft or Diversion – Physical

		Click or tap here to enter text.

		☐	Cyberattack on Business Enterprise Systems

		Click or tap here to enter text.

		☐	Cyberattack on Process   Control Systems

		Click or tap here to enter text.

		☐	Sabotage – Physical

		Click or tap here to enter text.

		☐	Contamination of Source Water – Intentional

		Click or tap here to enter text.

		☐	Contamination of Source Water – Accidental[footnoteRef:4] [4:  Accidental contamination is not a malevolent act. It is included here due to similar potential consequences and because whether a contamination incident is intentional or accidental may not be known during initial response.] 


		Click or tap here to enter text.

		☐	Other(s), enter below:

Click or tap here to enter text.



		Click or tap here to enter text.






Table 1b: Physical Barriers (Natural Hazards)[footnoteRef:5] [5:  In a risk assessment, physical barriers are usually treated as countermeasures, which reduce the risk of a threat to an asset, rather than analyzed as assets themselves. However, under AWIA, a CWS must assess the risks to and resilience of physical barriers. ] 


		Asset Category: Physical Barriers

Examples of Assets in this Category: Encompasses physical security in place at the CWS. Possible examples include fencing, bollards, and perimeter walls; gates and facility entrances; intrusion detection sensors and alarms; access control systems (e.g., locks, card reader systems); and hardened doors, security grilles, and equipment cages.



		Natural Hazards

Select the natural hazards in the left column that pose a significant risk to this asset category at
the CWS.

		Brief Description of Impacts

If you select a natural hazard in the left column as a significant risk to the Physical Barriers asset category, briefly describe in the right column how the natural hazard could impact this asset category at the CWS. Include effects on major assets, water service, and public health as applicable.



		☐ 	Hurricane

		Click or tap here to enter text.

		☐ 	Flood

		Click or tap here to enter text.

		☐ 	Earthquake

		Click or tap here to enter text.

		☐ 	Tornado

		Click or tap here to enter text.

		☐ 	Ice storm

		Click or tap here to enter text.

		☐ 	Fire

		Click or tap here to enter text.

		☐	Other(s), enter below:

Click or tap here to enter text.



		Click or tap here to enter text.




Table 2a: Source Water (Malevolent Acts)

		Asset Category: Source Water

Examples of Assets in this Category: Encompasses all sources that supply water to a water system. Possible examples include rivers, streams, lakes, source water reservoirs, groundwater, and purchased water.



		Malevolent Acts 

Select the malevolent acts in the left column that pose a significant risk to this asset category at
the CWS.

		Brief Description of Impacts

If you select a malevolent act in the left column as a significant risk to the Source Water asset category, briefly describe in the right column how the malevolent act could impact this asset category at the CWS. Include effects on major assets, water service, and public health as applicable.



		☐	Assault on Utility – Physical

		Click or tap here to enter text.

		☐	Contamination of Finished Water – Intentional

		Click or tap here to enter text.

		☐	Contamination of Finished Water – Accidental[footnoteRef:6] [6:  Accidental contamination is not a malevolent act. It is included here due to similar potential consequences and because whether a contamination incident is intentional or accidental may not be known during initial response.] 


		Click or tap here to enter text.

		☐	Theft or Diversion – Physical

		Click or tap here to enter text.

		☐	Cyberattack on Business Enterprise Systems

		Click or tap here to enter text.

		☐	Cyberattack on Process   Control Systems

		Click or tap here to enter text.

		☐	Sabotage – Physical

		Click or tap here to enter text.

		☐	Contamination of Source Water – Intentional

		Click or tap here to enter text.

		☐	Contamination of Source Water – Accidental[footnoteRef:7] [7:  Accidental contamination is not a malevolent act. It is included here due to similar potential consequences and because whether a contamination incident is intentional or accidental may not be known during initial response.] 


		Click or tap here to enter text.

		☐	Other(s), enter below:

Click or tap here to enter text.



		Click or tap here to enter text.






Table 2b: Source Water (Natural Hazards)

		Asset Category: Source Water

Examples of Assets in this Category: Encompasses all sources that supply water to a water system. Possible examples include rivers, streams, lakes, source water reservoirs, groundwater, and purchased water.



		Natural Hazards

Select the natural hazards in the left column that pose a significant risk to this asset category at 
the CWS.

		Brief Description of Impacts

If you select a natural hazard in the left column as a significant risk to the Source Water asset category, briefly describe in the right column how the natural hazard could impact this asset category at the CWS. Include effects on major assets, water service, and public health as applicable.



		☐	Hurricane

		Click or tap here to enter text.

		☐	Flood

		Click or tap here to enter text.

		☐	Earthquake

		Click or tap here to enter text.

		☐	Tornado

		Click or tap here to enter text.

		☐	Ice storm

		Click or tap here to enter text.

		☐	Fire

		Click or tap here to enter text.

		☐	Other(s), enter below:

Click or tap here to enter text.



		Click or tap here to enter text.




Table 3a: Pipes and Constructed Conveyances, Water Collection, and Intake (Malevolent Acts)

		Asset Category: Pipes and Constructed Conveyances, Water Collection, and Intake

Examples of Assets in this Category: Encompasses the infrastructure that collects and transports water from a source water to treatment or distribution facilities. Possible examples include holding facilities, intake structures and associated pumps and pipes, aqueducts, and other conveyances.



		Malevolent Acts 

Select the malevolent acts in the left column that pose a significant risk to this asset category at
the CWS.

		Brief Description of Impacts

If you select a malevolent act in the left column as a significant risk to the Pipes and Constructed Conveyances, Water Collection, and Intake asset category, briefly describe in the right column how the malevolent act could impact this asset category at the CWS. Include effects on major assets, water service, and public health as applicable.



		☐	Assault on Utility – Physical

		Click or tap here to enter text.

		☐	Contamination of Finished Water – Intentional

		Click or tap here to enter text.

		☐	Contamination of Finished Water – Accidental[footnoteRef:8] [8:  Accidental contamination is not a malevolent act. It is included here due to similar potential consequences and because whether a contamination incident is intentional or accidental may not be known during initial response.] 


		Click or tap here to enter text.

		☐	Theft or Diversion – Physical

		Click or tap here to enter text.

		☐	Cyberattack on Business Enterprise Systems

		Click or tap here to enter text.

		☐	Cyberattack on Process   Control Systems

		Click or tap here to enter text.

		☐	Sabotage – Physical

		Click or tap here to enter text.

		☐	Contamination of Source Water – Intentional

		Click or tap here to enter text.

		☐	Contamination of Source Water – Accidental[footnoteRef:9] [9:  Accidental contamination is not a malevolent act. It is included here due to similar potential consequences and because whether a contamination incident is intentional or accidental may not be known during initial response.] 


		Click or tap here to enter text.

		☐	Other(s), enter below:

Click or tap here to enter text.



		Click or tap here to enter text.






Table 3b: Pipes and Constructed Conveyances, Water Collection, and Intake (Natural Hazards)

		Asset Category: Pipes and Constructed Conveyances, Water Collection, and Intake

Examples of Assets in this Category: Encompasses the infrastructure that collects and transports water from a source water to treatment or distribution facilities. Possible examples include holding facilities, intake structures and associated pumps and pipes, aqueducts, and other conveyances.



		Natural Hazards

Select the natural hazards in the left column that pose a significant risk to this asset category at 
the CWS.

		Brief Description of Impacts

If you select a natural hazard in the left column as a significant risk to the Pipes and Constructed Conveyances, Water Collection, and Intake asset category, briefly describe in the right column how the natural hazard could impact this asset category at the CWS. Include effects on major assets, water service, and public health as applicable.



		☐	Hurricane

		Click or tap here to enter text.

		☐	Flood

		Click or tap here to enter text.

		☐	Earthquake

		Click or tap here to enter text.

		☐	Tornado

		Click or tap here to enter text.

		☐	Ice storm

		Click or tap here to enter text.

		☐	Fire

		Click or tap here to enter text.

		☐	Other(s), enter below:

Click or tap here to enter text.



		Click or tap here to enter text.






Table 4a: Pretreatment and Treatment (Malevolent Acts)

		Asset Category: Pretreatment and Treatment

Examples of Assets in this Category: Encompasses all unit processes that a water system uses to ensure water meets regulatory public health and aesthetic standards prior to distribution to customers. Possible examples include sedimentation, filtration, disinfection, and chemical treatment. For the risk assessment, individual treatment processes at a facility may be grouped together and analyzed as a single asset if they have a similar risk profile.



		Malevolent Acts 

Select the malevolent acts in the left column that pose a significant risk to this asset category at 
the CWS.

		Brief Description of Impacts

If you select a malevolent act in the left column as a significant risk to the Pretreatment and Treatment asset category, briefly describe in the right column how the malevolent act could impact this asset category at the CWS. Include effects on major assets, water service, and public health as applicable.



		☐	Assault on Utility – Physical

		Click or tap here to enter text.

		☐	Contamination of Finished Water – Intentional

		Click or tap here to enter text.

		☐	Contamination of Finished Water – Accidental[footnoteRef:10] [10:  Accidental contamination is not a malevolent act. It is included here due to similar potential consequences and because whether a contamination incident is intentional or accidental may not be known during initial response.] 


		Click or tap here to enter text.

		☐	Theft or Diversion – Physical

		Click or tap here to enter text.

		☐	Cyberattack on Business Enterprise Systems

		Click or tap here to enter text.

		☐	Cyberattack on Process   Control Systems

		Click or tap here to enter text.

		☐	Sabotage – Physical

		Click or tap here to enter text.

		☐	Contamination of Source Water – Intentional

		Click or tap here to enter text.

		☐	Contamination of Source Water – Accidental[footnoteRef:11] [11:  Accidental contamination is not a malevolent act. It is included here due to similar potential consequences and because whether a contamination incident is intentional or accidental may not be known during initial response.] 


		Click or tap here to enter text.

		☐	Other(s), enter below:

Click or tap here to enter text.



		Click or tap here to enter text.






Table 4b: Pretreatment and Treatment (Natural Hazards)

		Asset Category: Pretreatment and Treatment

Examples of Assets in this Category: Encompasses all unit processes that a water system uses to ensure water meets regulatory public health and aesthetic standards prior to distribution to customers. Possible examples include sedimentation, filtration, disinfection, and chemical treatment. For the risk assessment, individual treatment processes at a facility may be grouped together and analyzed as a single asset if they have a similar risk profile.



		Natural Hazards

Select the natural hazards in the left column that pose a significant risk to this asset category at 
the CWS.

		Brief Description of Impacts

If you select a natural hazard in the left column as a significant risk to the Pretreatment and Treatment asset category, briefly describe in the right column how the natural hazard could impact this asset category at the CWS. Include effects on major assets, water service, and public health as applicable.



		☐	Hurricane

		Click or tap here to enter text.

		☐	Flood

		Click or tap here to enter text.

		☐	Earthquake

		Click or tap here to enter text.

		☐	Tornado

		Click or tap here to enter text.

		☐	Ice storm

		Click or tap here to enter text.

		☐	Fire

		Click or tap here to enter text.

		☐	Other(s), enter below:

Click or tap here to enter text.



		Click or tap here to enter text.






Table 5a: Storage and Distribution Facilities (Malevolent Acts)

		Asset Category: Storage and Distribution Facilities

Examples of Assets in this Category: Encompasses all infrastructure used to store water after treatment, maintain water quality, and distribute water to customers. Possible examples include residual disinfection, pumps, tanks, reservoirs, valves, pipes, and meters.



		Malevolent Acts 

Select the malevolent acts in the left column that pose a significant risk to this asset category at 
the CWS.

		Brief Description of Impacts

If you select a malevolent act in the left column as a significant risk to the Storage and Distribution Facilities asset category, briefly describe in the right column how the malevolent act could impact this asset category at the CWS. Include effects on major assets, water service, and public health as applicable.



		☐	Assault on Utility – Physical

		Click or tap here to enter text.

		☐	Contamination of Finished Water – Intentional

		Click or tap here to enter text.

		☐	Contamination of Finished Water – Accidental[footnoteRef:12] [12:  Accidental contamination is not a malevolent act. It is included here due to similar potential consequences and because whether a contamination incident is intentional or accidental may not be known during initial response.] 


		Click or tap here to enter text.

		☐	Theft or Diversion – Physical

		Click or tap here to enter text.

		☐	Cyberattack on Business Enterprise Systems

		Click or tap here to enter text.

		☐ 	Cyberattack on Process   Control Systems

		Click or tap here to enter text.

		☐	Sabotage – Physical

		Click or tap here to enter text.

		☐	Contamination of Source Water – Intentional

		Click or tap here to enter text.

		☐	Contamination of Source Water – Accidental[footnoteRef:13] [13:  Accidental contamination is not a malevolent act. It is included here due to similar potential consequences and because whether a contamination incident is intentional or accidental may not be known during initial response.] 


		Click or tap here to enter text.

		☐	Other(s), enter below:

Click or tap here to enter text.



		Click or tap here to enter text.






Table 5b: Storage and Distribution Facilities (Natural Hazards)

		Asset Category: Storage and Distribution Facilities

Examples of Assets in this Category: Encompasses all infrastructure used to store water after treatment, maintain water quality, and distribute water to customers. Possible examples include residual disinfection, pumps, tanks, reservoirs, valves, pipes, and meters.



		Natural Hazards

Select the natural hazards in the left column that pose a significant risk to this asset category at
the CWS.

		Brief Description of Impacts

If you select a natural hazard in the left column as a significant risk to the Storage and Distribution Facilities asset category, briefly describe in the right column how the natural hazard could impact this asset category at the CWS. Include effects on major assets, water service, and public health as applicable.



		☐	Hurricane

		Click or tap here to enter text.

		☐	Flood

		Click or tap here to enter text.

		☐	Earthquake

		Click or tap here to enter text.

		☐	Tornado

		Click or tap here to enter text.

		☐	Ice storm

		Click or tap here to enter text.

		☐	Fire

		Click or tap here to enter text.

		☐	Other(s), enter below:

Click or tap here to enter text.



		Click or tap here to enter text.






Table 6a: Electronic, Computer, or Other Automated Systems (including the security of such systems) (Malevolent Acts)

		Asset Category: Electronic, Computer, or Other Automated Systems (including the security of such systems) 

Examples of Assets in this Category: Encompasses all treatment and distribution process control systems, business enterprise information technology (IT) and communications systems (other than financial), and the processes used to secure such systems. Possible examples include the sensors, controls, monitors and other interfaces, plus related IT hardware and software and communications, used to control water collection, treatment, and distribution. Also includes IT hardware, software, and communications used in business enterprise operations. The assessment must account for the security of these systems (e.g., cybersecurity, information security).



		Malevolent Acts 

Select the malevolent acts in the left column that pose a significant risk to this asset category at 
the CWS.

		Brief Description of Impacts

If you select a malevolent act in the left column as a significant risk to the Electronic, Computer, or Other Automated Systems (including the security of such systems) asset category, briefly describe in the right column how the malevolent act could impact this
asset category at the CWS. Include effects on major assets, water service, and public health as applicable.



		☐	Assault on Utility – Physical

		Click or tap here to enter text.

		☐	Contamination of Finished Water – Intentional

		Click or tap here to enter text.

		☐	Contamination of Finished Water – Accidental[footnoteRef:14] [14:  Accidental contamination is not a malevolent act. It is included here due to similar potential consequences and because whether a contamination incident is intentional or accidental may not be known during initial response.] 


		Click or tap here to enter text.

		☐	Theft or Diversion – Physical

		Click or tap here to enter text.

		☐	Cyberattack on Business Enterprise Systems

		Click or tap here to enter text.

		☐	Cyberattack on Process   Control Systems

		Click or tap here to enter text.

		☐	Sabotage – Physical

		Click or tap here to enter text.

		☐	Contamination of Source Water – Intentional

		Click or tap here to enter text.

		☐	Contamination of Source Water – Accidental[footnoteRef:15] [15:  Accidental contamination is not a malevolent act. It is included here due to similar potential consequences and because whether a contamination incident is intentional or accidental may not be known during initial response.] 


		Click or tap here to enter text.

		☐	Other(s), enter below:

Click or tap here to enter text.



		Click or tap here to enter text.






Table 6b: Electronic, Computer, or Other Automated Systems (including the security of such systems) (Natural Hazards)

		Asset Category: Electronic, Computer, or Other Automated Systems (including the security of such systems)

Examples of Assets in this Category: Encompasses all treatment and distribution process control systems, business enterprise information technology (IT) and communications systems (other than financial), and the processes used to secure such systems. Possible examples include the sensors, controls, monitors and other interfaces, plus related IT hardware and software and communications, used to control water collection, treatment, and distribution. Also includes IT hardware, software, and communications used in business enterprise operations. The assessment must account for the security of these systems (e.g., cybersecurity, information security).



		Natural Hazards

Select the natural hazards in the left column that pose a significant risk to this asset category at 
the CWS.

		Brief Description of Impacts

If you select a natural hazard in the left column as a significant risk to the Electronic, Computer, or Other Automated Systems (including the security of such systems) asset category, briefly describe in the right column how the natural hazard could impact this 
asset category at the CWS. Include effects on major assets, water service, and public health as applicable.



		☐	Hurricane

		Click or tap here to enter text.

		☐	Flood

		Click or tap here to enter text.

		☐	Earthquake

		Click or tap here to enter text.

		☐	Tornado

		Click or tap here to enter text.

		☐	Ice storm

		Click or tap here to enter text.

		☐	Fire

		Click or tap here to enter text.

		☐	Other(s), enter below:

Click or tap here to enter text.



		Click or tap here to enter text.






Table 7a: Monitoring Practices (Malevolent Acts)[footnoteRef:16] [16:  Monitoring associated with physical security should be addressed under Physical Barriers; monitoring associated with process controls and cybersecurity should be addressed under Electronic, computer or other automated systems; monitoring associated with financial systems should be addressed under Financial Infrastructure.] 


		Asset Category: Monitoring Practices

Examples of Assets in this Category: Encompasses the processes and practices used to monitor source water and finished water quality, along with any monitoring systems not captured in other asset categories. Possible examples include sensors, laboratory resources, sampling capabilities, and data management equipment and systems. Examples are contamination warning systems for the source water or distribution system.



		Malevolent Acts 

Select the malevolent acts in the left column that pose a significant risk to this asset category at
the CWS.

		Brief Description of Impacts

If you select a malevolent act in the left column as a significant risk to the Monitoring Practices asset category, briefly describe in the right column how the malevolent act could impact this asset category at the CWS. Include effects on major assets, water service, and public health as applicable.



		☐	Assault on Utility – Physical

		Click or tap here to enter text.

		☐	Contamination of Finished Water – Intentional

		Click or tap here to enter text.

		☐	Contamination of Finished Water – Accidental[footnoteRef:17] [17:  Accidental contamination is not a malevolent act. It is included here due to similar potential consequences and because whether a contamination incident is intentional or accidental may not be known during initial response.] 


		Click or tap here to enter text.

		☐	Theft or Diversion – Physical

		Click or tap here to enter text.

		☐	Cyberattack on Business Enterprise Systems

		Click or tap here to enter text.

		☐	Cyberattack on Process   Control Systems

		Click or tap here to enter text.

		☐	Sabotage – Physical

		Click or tap here to enter text.

		☐	Contamination of Source Water – Intentional

		Click or tap here to enter text.

		☐	Contamination of Source Water – Accidental[footnoteRef:18] [18:  Accidental contamination is not a malevolent act. It is included here due to similar potential consequences and because whether a contamination incident is intentional or accidental may not be known during initial response.] 


		Click or tap here to enter text.

		☐	Other(s), enter below:

Click or tap here to enter text.



		Click or tap here to enter text.






Table 7b: Monitoring Practices (Natural Hazards)[footnoteRef:19] [19:  Monitoring associated with physical security should be addressed under Physical Barriers; monitoring associated with process controls and cybersecurity should be addressed under Electronic, computer or other automated systems; monitoring associated with financial systems should be addressed under Financial Infrastructure.] 


		Asset Category: Monitoring Practices

Examples of Assets in this Category: Encompasses the processes and practices used to monitor source water and finished water quality, along with any monitoring systems not captured in other asset categories. Possible examples include sensors, laboratory resources, sampling capabilities, and data management equipment and systems. Examples are contamination warning systems for the source water or distribution system.



		Natural Hazards

Select the natural hazards in the left column that pose a significant risk to this asset category at 
the CWS.

		Brief Description of Impacts

If you select a natural hazard in the left column as a significant risk to the Monitoring Practices asset category, briefly describe in the right column how the natural hazard could impact this asset category at the CWS. Include effects on major assets, water service, and public health as applicable.



		☐	Hurricane

		Click or tap here to enter text.

		☐	Flood

		Click or tap here to enter text.

		☐	Earthquake

		Click or tap here to enter text.

		☐	Tornado

		Click or tap here to enter text.

		☐	Ice storm

		Click or tap here to enter text.

		☐	Fire

		Click or tap here to enter text.

		☐	Other(s), enter below:

Click or tap here to enter text.



		Click or tap here to enter text.






Table 8a: Financial Infrastructure (Malevolent Acts)

		Asset Category: Financial Infrastructure

Examples of Assets in this Category: Encompasses equipment and systems used to operate and manage utility finances. Possible examples include billing, payment, and accounting systems, along with third parties used for these services. This asset category is not intended to address the financial “health” of the water utility (e.g., credit rating, debt-to-equity ratios).



		Malevolent Acts 

Select the malevolent acts in the left column that pose a significant risk to this asset category at 
the CWS.

		Brief Description of Impacts

If you select a malevolent act in the left column as a significant risk to the Financial Infrastructure asset category, briefly describe in the right column how the malevolent act could impact this asset category at the CWS. Include effects on major assets, water service, and public health as applicable.



		☐	Assault on Utility – Physical

		Click or tap here to enter text.

		☐	Contamination of Finished Water – Intentional

		Click or tap here to enter text.

		☐	Contamination of Finished Water – Accidental[footnoteRef:20] [20:  Accidental contamination is not a malevolent act. It is included here due to similar potential consequences and because whether a contamination incident is intentional or accidental may not be known during initial response.] 


		Click or tap here to enter text.

		☐	Theft or Diversion – Physical

		Click or tap here to enter text.

		☐	Cyberattack on Business Enterprise Systems

		Click or tap here to enter text.

		☐	Cyberattack on Process   Control Systems

		Click or tap here to enter text.

		☐	Sabotage – Physical

		Click or tap here to enter text.

		☐	Contamination of Source Water – Intentional

		Click or tap here to enter text.

		☐	Contamination of Source Water – Accidental[footnoteRef:21] [21:  Accidental contamination is not a malevolent act. It is included here due to similar potential consequences and because whether a contamination incident is intentional or accidental may not be known during initial response.] 


		Click or tap here to enter text.

		☐	Other(s), enter below:

Click or tap here to enter text.



		Click or tap here to enter text.






Table 8b: Financial Infrastructure (Natural Hazards)

		Asset Category: Financial Infrastructure

Examples of Assets in this Category: Encompasses equipment and systems used to operate and manage utility finances. Possible examples include billing, payment, and accounting systems, along with third parties used for these services. This asset category is not intended to address the financial “health” of the water utility (e.g., credit rating, debt-to-equity ratios).



		Natural Hazards

Select the natural hazards in the left column that pose a significant risk to this asset category at 
the CWS.

		Brief Description of Impacts

If you select a natural hazard in the left column as a significant risk to the Financial Infrastructure asset category, briefly describe in the right column how the natural hazard could impact this asset category at the CWS. Include effects on major assets, water service, and public health as applicable.



		☐	Hurricane

		Click or tap here to enter text.

		☐	Flood

		Click or tap here to enter text.

		☐	Earthquake

		Click or tap here to enter text.

		☐	Tornado

		Click or tap here to enter text.

		☐	Ice storm

		Click or tap here to enter text.

		☐	Fire

		Click or tap here to enter text.

		☐	Other(s), enter below:

Click or tap here to enter text.



		Click or tap here to enter text.






Table 9a: The Use, Storage, or Handing of Chemicals (Malevolent Acts)

		Asset Category: The Use, Storage, or Handling of Chemicals

Examples of Assets in this Category: Encompasses the chemicals and associated storage facilities and handling practices used for chemical disinfection and treatment. Assessments under this asset category should focus on the risk of uncontrolled release of a potentially dangerous chemical like chlorine where applicable.



		Malevolent Acts 

Select the malevolent acts in the left column that pose a significant risk to this asset category at 
the CWS.

		Brief Description of Impacts

If you select a malevolent act in the left column as a significant risk to the The Use, Storage, or Handling of Chemicals asset category, briefly describe in the right column how the malevolent act could impact this asset category at the CWS. Include effects on major assets, water service, and public health as applicable.



		☐	Assault on Utility – Physical

		Click or tap here to enter text.

		☐	Contamination of Finished Water – Intentional

		Click or tap here to enter text.

		☐	Contamination of Finished Water – Accidental[footnoteRef:22] [22:  Accidental contamination is not a malevolent act. It is included here due to similar potential consequences and because whether a contamination incident is intentional or accidental may not be known during initial response.] 


		Click or tap here to enter text.

		☐	Theft or Diversion – Physical

		Click or tap here to enter text.

		☐	Cyberattack on Business Enterprise Systems

		Click or tap here to enter text.

		☐	Cyberattack on Process   Control Systems

		Click or tap here to enter text.

		☐	Sabotage – Physical

		Click or tap here to enter text.

		☐	Contamination of Source Water – Intentional

		Click or tap here to enter text.

		☐	Contamination of Source Water – Accidental[footnoteRef:23] [23:  Accidental contamination is not a malevolent act. It is included here due to similar potential consequences and because whether a contamination incident is intentional or accidental may not be known during initial response.] 


		Click or tap here to enter text.

		☐	Other(s), enter below:

Click or tap here to enter text.



		Click or tap here to enter text.






Table 9b: The Use, Storage, or Handing of Chemicals (Natural Hazards)

		Asset Category: The Use, Storage, or Handling of Chemicals

Examples of Assets in this Category: Encompasses the chemicals and associated storage facilities and handling practices used for chemical disinfection and treatment. Assessments under this asset category should focus on the risk of uncontrolled release of a potentially dangerous chemical like chlorine where applicable.



		Natural Hazards

Select the natural hazards in the left column that pose a significant risk to this asset category at 
the CWS.

		Brief Description of Impacts

If you select a natural hazard in the left column as a significant risk to the The Use, Storage, or Handling of Chemicals asset category, briefly describe in the right column how the natural hazard could impact this asset category at the CWS. Include effects on major assets, water service, and public health as applicable.



		☐	Hurricane

		Click or tap here to enter text.

		☐	Flood

		Click or tap here to enter text.

		☐	Earthquake

		Click or tap here to enter text.

		☐	Tornado

		Click or tap here to enter text.

		☐	Ice storm

		Click or tap here to enter text.

		☐	Fire

		Click or tap here to enter text.

		☐	Other(s), enter below:

Click or tap here to enter text.



		Click or tap here to enter text.




Table 10a: The Operation and Maintenance of the System (Malevolent Acts)

		Asset Category: The Operation and Maintenance of the System

Examples of Assets in this Category: Encompasses critical processes required for operation and maintenance of the water system that are not captured under other asset categories. Possible examples include equipment, supplies, and key personnel. Assessments may focus on the risk to operations associated with dependency threats like loss of utilities (e.g., power outage), loss of suppliers (e.g., interruption in chemical delivery), and loss of key employees (e.g., disease outbreak or employee displacement).



		Malevolent Acts 

Select the malevolent acts in the left column that pose a significant risk to this asset category at
the CWS.

		Brief Description of Impacts

If you select a malevolent act in the left column as a significant risk to the The Operation and Maintenance of the System asset category, briefly describe in the right column how the malevolent act could impact this asset category at the CWS. Include effects on major assets, water service, and public health as applicable.



		☐	Assault on Utility – Physical

		Click or tap here to enter text.

		☐	Contamination of Finished Water – Intentional

		Click or tap here to enter text.

		☐	Contamination of Finished Water – Accidental[footnoteRef:24] [24:  Accidental contamination is not a malevolent act. It is included here due to similar potential consequences and because whether a contamination incident is intentional or accidental may not be known during initial response.] 


		Click or tap here to enter text.

		☐	Theft or Diversion – Physical

		Click or tap here to enter text.

		☐	Cyberattack on Business Enterprise Systems

		Click or tap here to enter text.

		☐	Cyberattack on Process   Control Systems

		Click or tap here to enter text.

		☐	Sabotage – Physical

		Click or tap here to enter text.

		☐	Contamination of Source Water – Intentional

		Click or tap here to enter text.

		☐	Contamination of Source Water – Accidental[footnoteRef:25] [25:  Accidental contamination is not a malevolent act. It is included here due to similar potential consequences and because whether a contamination incident is intentional or accidental may not be known during initial response.] 


		Click or tap here to enter text.

		☐	Other(s), enter below:

Click or tap here to enter text.



		Click or tap here to enter text.






Table 10b: The Operation and Maintenance of the System (Natural Hazards)

		Asset Category: The Operation and Maintenance of the System

Examples of Assets in this Category: Encompasses critical processes required for operation and maintenance of the water system that are not captured under other asset categories. Possible examples include equipment, supplies, and key personnel. Assessments may focus on the risk to operations associated with dependency threats like loss of utilities (e.g., power outage), loss of suppliers (e.g., interruption in chemical delivery), and loss of key employees (e.g., disease outbreak or employee displacement).



		Natural Hazards

Select the natural hazards in the left column that pose a significant risk to this asset category at 
the CWS.

		Brief Description of Impacts

If you select a natural hazard in the left column as a significant risk to the The Operation and Maintenance of the System asset category, briefly describe in the right column how the natural hazard could impact this asset category at the CWS. Include effects on major assets, water service, and public health as applicable.



		☐	Hurricane

		Click or tap here to enter text.

		☐	Flood

		Click or tap here to enter text.

		☐	Earthquake

		Click or tap here to enter text.

		☐	Tornado

		Click or tap here to enter text.

		☐	Ice storm

		Click or tap here to enter text.

		☐	Fire

		Click or tap here to enter text.

		☐	Other(s), enter below:

Click or tap here to enter text.



		Click or tap here to enter text.






Table 11: Countermeasures (Optional)[footnoteRef:26] [26:  IMPORTANT NOTE: The assessment does not require a specific number of countermeasures. You may have fewer than five countermeasures or add more countermeasures on a separate sheet.] 


		Countermeasures (optional)

List countermeasures in the left column the CWS could potentially implement to reduce risk from the malevolent acts and natural hazards that were selected. 

		Brief Description of Risk Reduction or Increased Resilience

For each countermeasure, in the right column, describe how the countermeasure could reduce risk or increase resilience for CWS assets from malevolent acts or natural hazards that were selected in the analysis. A countermeasure may reduce risk across multiple malevolent acts, natural hazards and asset categories.



		Click or tap here to enter text.		Click or tap here to enter text.

		Click or tap here to enter text.		Click or tap here to enter text.

		Click or tap here to enter text.		Click or tap here to enter text.

		Click or tap here to enter text.		Click or tap here to enter text.

		Click or tap here to enter text.		Click or tap here to enter text.






Change History

Double-click or tap here to enter CWS Name 
Risk and Resilience Assessment

Please describe the changes made to this risk and resilience assessment since its original development, who made the changes, and on what date the changes were incorporated.


		Name/Title:

		Date:

		Description of Change:



		Click or tap here to enter text.		Click or tap to enter a date.		Click or tap here to enter text.

		Click or tap here to enter text.		Click or tap to enter a date.		Click or tap here to enter text.

		Click or tap here to enter text.		Click or tap to enter a date.		Click or tap here to enter text.

		Click or tap here to enter text.		Click or tap to enter a date.		Click or tap here to enter text.

		Click or tap here to enter text.		Click or tap to enter a date.		Click or tap here to enter text.

		Click or tap here to enter text.		Click or tap to enter a date.		Click or tap here to enter text.

		Click or tap here to enter text.		Click or tap to enter a date.		Click or tap here to enter text.
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